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Abstract
We have investigated some SSL implementation in Java to use the secure
communication in FlexiNet and MOW. This is a comparison report of several SSL
implementation. Functional comparison is done by public information through web
and documents and performance comparison between IAIK and JCP is done to
implement FlexiNet to use them.
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I. SSL PACKAGES IN JAVA

:H� DUH� LQYHVWLJDWLQJ� WKH� LQWHJUDWLRQ� RI� )OH[L1HW� DQG� 66/� IRU� VHFXUH
FRPPXQLFDWLRQ�LQ�WKH�)ROORZ0H�0RELOH�2EMHFW�:RUNEHQFK�

$OO� 66/� SDFNDJHV� KHUH� DUH� DYDLODEOH� RXWVLGH� WKH�8�6� DQG� FRXOG� EH� XVHG� LQ
-DYD�H[FHSW�&U\SWL[��ZKLFK�RQO\�SURYLGHV�WKH�-&(�LPSOHPHQWDWLRQ�

♦ ,$,.�66/��KWWS���MFHZZZ�LDLN�WX�JUD]�DF�DW���

– 3ULFH��

– ,$,.�66/�'HYHORSHUV�/LFHQFH�ZLWK�,$,.�-&(����������(852�

– DGGLWLRQDO�OLFHQVH�XS�WR��������������(852�

– (QWLUHO\�ZULWWHQ�LQ�-DYD

– 3URYLGHV� MDYD�QHW�6RFNHW� LQWHUIDFH�� ZKLFK� PHDQV� LW� LV� HDV\� WR
LQWHJUDWH�ZLWK�50,�RU�RWKHU�V\VWHPV

– KDV�VRPH�$3,V�WR�HQIRUFH�WKH�DXWKRULVDWLRQ�SROLF\

– KDV�DQ�$3,�WR�DGG�HQFU\SWLRQ�DOJRULWKPV

– (QRXJK�VWDEOH�IRU�SURWR�W\SH�V\VWHPV

– 7KHUH�LV�DQ�DFWLYH�PDLOLQJ�OLVW�IRU�XVHUV

– 7KH�UHVSRQVH�WR�TXHULHV�E\�H�PDLO�LV�TXLWH�JRRG

– %DVHG�RQ�-&(�VWDQGDUG�LQWHUIDFH

♦ -&3��KWWS���ZZZ�MFS�FR�XN��

– 3ULFH��

– 5HVHDUFK�/LFHQVH������SRXQGV

– &RPPHUFLDO�OLFHQVH���QRW�VSHFLILHG�EW�DURXQG���N�SRXQGV

– &RPSXOVRU\�VXSSRUW�OLFHQVH������SRXQGV�DGGLWLRQDO

– (QWLUHO\�ZULWWHQ�LQ�-DYD

– 3URYLGHV�MDYD�QHW�6RFNHW�LQWHUIDFH

– KDV�VRPH�$3,V�WR�HQIRUFH�WKH�DXWKRULVDWLRQ�SROLF\

– KDV�DQ�$3,�WR�DGG�HQFU\SWLRQ�DOJRULWKPV

– %DVHG�RQ�-&(�VWDQGDUG�LQWHUIDFH

♦ -�66/��KWWS���ZZZ�EDOWLPRUH�LH���

– (QWLUHO\�ZULWWHQ�LQ�-DYD
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– 3URYLGHV�MDYD�QHW�6RFNHW�LQWHUIDFH

– KDV�VRPH�$3,V�WR�HQIRUFH�WKH�DXWKRULVDWLRQ�SROLF\

– KDV�DQ�$3,�WR�DGG�HQFU\SWLRQ�DOJRULWKPV

– %DVHG�RQ�-&(�VWDQGDUG�LQWHUIDFH

♦ 66/HD\

– KWWS���SV\FK�SV\�XT�R]�DX�aIWS�&U\SWR�

– KWWS���QRF�NSQZ�RUJ�aVFRWW���-DYD�LPSOHPHQWDWLRQ�

– IUHH�HYHQ�IRU�FRPPHUFLDO�SXUSRVHV

– QRW�LQ�-DYD�EXW�QDWLYH�FRGH���-DYD�LQWHUIDFH

– RQO\�DYDLODEOH�RQ�6RODULV�DQG�17

– UHTXLUHV�RI�PRGLILFDWLRQ�RI�-'.�VRXUFHV

– 7KH� FOLHQW� LQIRUPDWLRQ� LV� QRW� EHLQJ� SDVVHG� EDFN� XS� WR� WKH
DSSOLFDWLRQ

♦ &U\SWL[��KWWS���ZZZ�V\VWHPLFV�FRP�VRIWZDUH��

– 6\VWHPLFV� LV� D� 1HWKHUODQGV� EDVH� FRPSDQ\�� EXW� SDFNDJH� LV
GHYHORSHG�E\�YROXQWHHUV

– 66/�LV�QRW�UHOHDVHG

– IUHH�HYHQ�IRU�FRPPHUFLDO�SXUSRVHV

– HQWLUHO\�ZULWWHQ�LQ�-DYD
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I. COMPARISONS

A. JCE Implementation

&LSKHU

'(6 ,'($ 5&� 5&� �'(6 56$ %ORZIL
VK

63((
'

&$67

,$,. \ \ \ \ \ \ Q Q Q

-&3 \ \ \ Q \ \ Q Q Q

-�66/ \ Q \ Q \ \ Q Q Q

,-&( \ \ \ \ \ \ \ \ \

+DVK�IXQFWLRQ

0'� 6+$� 6+$� 0'� 0'�

,$,. \ \ \ Q Q

-&3 \ \ \ Q Q

-�66/ \ \ \ Q Q

,-&( \ \ \ \ \

6LJQDWXUH

0'��56$ 56$ 6+$��56$ 6+$��56$ '6$ 0'��56$

,$,. \ \ \ \ \ Q

-&3 \ \ \ \ Q Q

-�66/ \ \ \ \ \ Q

-,&( \ \ \ \ \ \
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0RGH�IRU�FLSKHU��'(6�

&%& (&% 2)% &)% 3&%&

,$,. \ \ \ \ \

-&3 \ \ \ \ Q

-�66/ \ \ \ \ Q

-,&( \ \ \ \ \

3DGGLQJ

18// 3.&6�� 3.&6�� 3.&6��

,$,. \ \ \ Q

-&3 \ \ \ Q

-�66/ \ \ \ Q

,-&( \ \ \ \

-&(�&RPSOLDQW

-&(���� -&(����

,$,. \ \

-&3 \ Q

-�66/ \ Q

,-&( \ \

A. ASN.1 and X509 Certificate

)RUPDW���$OO�RI�,$,.��-&3�DQG�-�66/�VXSSRUW�$6&,,��3(0��DQG�ELQDU\��%(5�
IRUPDW�

3.&6��� �&HUWLILFDWH�&KDLQ�)RUPDW�� �� ,$,.�DQG� -�66/� VXSSRUW� 3.&6��� EXW
-&3�GRHV�QRW�

A. SSL Functions

3URWRFROV

,$,. -&3 -�66/
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56$B:,7+B'(6B&%&B6+$ \ \ \

56$B:,7+B18//B0'� \ \ \

18//B:,7+B18//B18// Q \ Q

56$B:,7+B18//B6+$ Q \ \

56$B(;3257B:,7+B5&�B��B0'� Q \ \

56$B:,7+B5&�B���B0'� Q \ \

56$B:,7+B5&�B���B6+$ Q \ \

56$B:,7+B,'($B&%&B6+$ \ \ Q

56$B(;3257B:,7+B'(6��B&%&B6+$ \ \ Q

56$B:,7+B�'(6B('(B&%&B6+$ \ \ \

56$B:,7+B5&�B0'� \ Q Q

56$B:,7+B5&�B6+$ \ Q Q

56$B(;3257B:,7+B5&�B&%&B��B0'� \ Q Q

'+B56$B(;3257B:,7+B'(6��B&%&B6+$ \ Q Q

'+B56$B:,7+B'(6B&%&B6+$ \ Q Q

'+B56$B:,7+B�'(6B('(B&%&B6+$ \ Q Q

'+B'66B(;3257B:,7+B'(6��B&%&B6+$ \ \ \

'+B'66B:,7+B'(6B&%&B6+$ \ Q Q

'+B'66B:,7+B�'(6B('(B&%&B6+$ \ Q Q

'+(B56$B(;3257B:,7+B'(6��B&%&B6+$ \ Q \

'+(B56$B:,7+B'(6B&%&B6+$ \ Q \

'+(B56$B:,7+B�'(6B('(B&%&B6+$ \ Q \

'+(B'66B(;3257B:,7+B'(6��B&%&B6+$ \ Q Q

'+(B'66B:,7+B'(6B&%&B6+$ \ Q Q

'+(B'66B:,7+B�'(6B('(B&%&B6+$ \ Q Q

'+BDQRQB(;3257B:,7+B5&�B��B0'� \ Q \
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'+BDQRQB:,7+B5&�B���B0'� Q Q \

'+BDQRQB:,7+B�'(6B('(B&%&B6+$ \ Q \

'+BDQRQB:,7+B'(6B&%&B6+$ \ Q \

'+BDQRQB(;3257B:,7+B'(6��B&%&B6+$ \ Q \

'+BDQRQB:,7+B5&�B0'� \ Q Q

$FFHSW�&HUWLILFDWH

,$,. -&3 -�66/

UVDBVLJQ \ \ \

GVVBVLJQ \ \ \

UVDBIL[HGBGK \ \ \

GVVBIL[HGBGK \ \ \

UVDBHSKHPHUDOBGK \ \ \

GVVBHSKHPHUDOBGK \ \ \

IRUWH]]DBGPH \ \ Q

IRUWH]]DBNHD Q Q \

2WKHU�IXQFWLRQV

$V\QFKURQRXV
KDQGVKDNH

SUR[\
VXSSRUW

UHQHJRWLDWLQJ 6XQ66/$3,FRPSOLHQW

,$,. Q \ \ \

-&3 \ Q \ Q

-�66/ Q Q \ Q

A. Other issues

♦ 'RFXPHQWDWLRQ�TXDOLW\

– ,$,.���SRRU
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– -&3���SRRU

– -�66/���ULFK�����SS�PDQXDO�

♦ ,PSUHVVLRQV�RI�$3,V

– -&3
V�DQG�-�66/·V�$3,�DUH�V\PPHWULF�EHWZHHQ�WKH�VHUYHU�VLGH�DQG
WKH�FOLHQW�VLGH��,$,.
V�LV�QRW�

– ,$,.
V� DQG� -�66/·V� ;����� $61��� 2EMHFW� $3,� DUH� PRUH� XVHU
IULHQGO\�
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II. PERFORMANCE

A. Cipher through SSL

:H� KDYH� REWDLQHG� HYDOXDWLRQ� FRSLHV� RI� ,$,.� 66/� DQG� -&3� 66/� DQG
LPSOHPHQWHG�)OH[L1HW�WR�XVH�WKHP�

7LPH� RI� FDOO� LV� WKH� SHULRG� WR� WDNH� D� )OH[L1HW� 53&� FDOO� ZLWK� QR� DUJXPHQW�
7KURXJKSXW�ZDV�PHDVXUH�IRU�ERWK�D�QXOO�FDOO��WKH�VPDOOHU�YDOXHV�LQ�HDFK�FHOO
RI�WDEOH�EHORZ��DQG�FDOOV�ZLWK�D����NE\WH�VWULQJ�DUJXPHQW��WKH�ODUJHU�YDOXH��

7&3 ,$,.�56$B:,7+B
5&�B���B6+$�

,$,.�56$B
:,7+B18/

/B0'��

-&3�56$B:
,7+B5&�B��

�B6+$�

-&3�56$B:
,7+B18//B

0'��

FDOO
�PVHF�FDOO�

��� ��� ��� ��� ���

WKURXJK�SXW
�NESV�

��� ������� �������� �� ��������

B. SSL negotiation

♦ ,$,.

– 56$B:,7+B5&�B6+$ ���PVHF�FRQQHFWLRQ

– 56$B:,7+B18//B0'� ���PVHF�FRQQHFWLRQ

♦ -&3

– 56$B:,7+B5&�B���B6+$ ����PVHF�FRQQHFWLRQ

– 56$B:,7+B18//B0'� ����PVHF�FRQQHFWLRQ

:K\�LV�WKH�-&3
V�KDQGVKDNH�VR�VORZ"

♦ %HFDXVH�WKH�DV\QFKURQRXV�KDQGVKDNH�PDNHV�D�QHZ�WKUHDG�

♦ -&3�66/�XVH�MDYD�VHFXULW\�6HFXUH5DQGRP��ZKLFK�VOHHSV�D�ORQJ�WLPH�WR
JHQHUDWH�D�VRSKLVWLFDWHG�UDQGRP�QXPEHU�IRU�D�VHVVLRQ�NH\�DQG�ZH�FRXOG
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QRW� ILQG� D� ZD\� WR� DYRLG� WKLV� ORQJ� VOHHS� H[FHSW� UHSODFLQJ
MDYD�VHFXULW\�6HFXUH5DQGRP�� ,$,.� 66/� XVHV� LWV� RZQ� UDQGRP� QXPEHU
JHQHUDWRU�



10 SSL Package Comparison 17-Apr-98

III. CONCLUSION

-&3�LV�VWDEOH�IRU�SURGXFWLRQ�XVH�DQG�XVHUV�FDQ�H[SHFW�FRPPHUFLDO�OHYHO�VXSSRUW�

,$,.�KDV�VRPH�VPDOO�EXJV�EXW�LV�VWDEOH�HQRXJK�IRU�SURGXFWLRQ�XVH���6XSSRUW�WKURXJK�LV
WKURXJK�WKH�PDLOLQJ�OLVW��,$,.�SODQV�WR�LPSOHPHQW�QHZ�IHDWXUHV�OLNH�SUR[\�VXSSRUW�DQG
3.&6�VWDQGDUG�

5HFRPPHQGDWLRQ�IRU�$16$�UHVHDUFK�� ,$,.�LV�JRRG�HQRXJK�IRU� UHVHDUFK�SURWRW\SHV��EXW
FRQWLQXH�WR�PRQLWRU�-&3�IRU�FRPPHUFLDO�XVH�


