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Abstract
 In this report we investigate what is the main design issues and options in extensible operating systems, and how
those issues are being addressed in some of the research prototypes that are being developed. Design issues like
kernel architecture, protection, and conflict resolution are discussed. We also look at how object orientation and
reflection may support the design of customisable systems. The focus is mostly at dynamic extensibility and an
important issue here is whether extensions should be compiled or interpreted. Java seems to offer a compromise,
especially when offering just-in-time compiling for critical code-parts.
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 1 INTRODUCTION

$V�FRPSXWHUV�DUH�EHFRPLQJ�PRUH�LQWHUFRQQHFWHG�DQG�PRELOH��DQG�DV
PXOWLPHGLD�FRPSXWLQJ�LV�HPHUJLQJ��LW�LV�GHVLUDEOH�WR�PDNH�RSHUDWLQJ�V\VWHPV
PRUH�FXVWRPLVDEOH��L�H���DSSOLFDWLRQV�XVHUV�DUH�JLYHQ�PRUH�FRQWURO�RYHU
LPSOHPHQWDWLRQ�LVVXHV�RU�QRQ�IXQFWLRQDO�DVSHFWV��E\�EHLQJ�DEOH�WR�DGG�RU
FKDQJH�SDUWV�RI�WKH�2�6��7KHUH�LV�D�JURZLQJ�UHVHDUFK�LQWHUHVW�LQ�FXVWRPLVDEOH
DQG�H[WHQVLEOH�RSHUDWLQJ�V\VWHPV��DQG�ZKDW�PRWLYDWHV�WKLV�LQWHUHVW�LQFOXGH
WKH�IROORZLQJ�

♦ 7KH�QHHG�IRU�SHUIRUPDQFH�RSWLPLVDWLRQ�E\�XVLQJ�WKH�ULJKW
DOJRULWKPV�UHVRXUFH�PDQDJHPHQW�SROLFLHV�LQ�WKH�ULJKW�SODFH��)RU
LQVWDQFH��D�ZHOO�NQRZQ�SUREOHP�LV�WKDW�FDFKLQJ�RU�SDJLQJ�VWUDWHJLHV
PD\�QRW�ILW�WKH�DSSOLFDWLRQ·V�XVDJH�SDWWHUQV��(�J��WKH�OHDVW�UHFHQWO\
XVHG�SDJH�UHSODFHPHQW�VWUDWHJ\��/58��XVHG�E\�PDQ\�RSHUDWLQJ
V\VWHPV�LV��VXERSWLPDO�IRU�PDQ\�DSSOLFDWLRQV��HVSHFLDOO\�GDWDEDVH
PDQDJHPHQW�V\VWHPV��

♦ 7KH�QHHG�IRU�IXQFWLRQDOLW\�H[WHQVLRQ���LW�LV�XQUHDVRQDEOH�WR�H[SHFW�DQ\
RQH�V\VWHP�WR�SRVVHVV�DOO�RI�WKH�IXQFWLRQV�QHHGHG�E\�DOO�DSSOLFDWLRQV�
)RU�LQVWDQFH�LQ�ILOH�V\VWHPV��RQH�PD\�DGG�FRPSUHVVLRQ��UHSOLFDWLRQ��HWF�

♦ $SSOLFDWLRQV�RU�2�6��H[WHQVLRQV�VKRXOG�EH�DEOH�WR�UHXVH�NHUQHO�FRGH
�ZLWK�WKH�QHFHVVDU\�VSHFLDOLVDWLRQV��LQVWHDG�RI�GXSOLFDWLQJ�LW�MXVW
EHFDXVH�LW�LVQ·W�DYDLODEOH�RU�WXQHG�IRU�WKH�SDUWLFXODU�DSSOLFDWLRQ�

1R�JHQHULF�RSHUDWLQJ�V\VWHP�FDQ�HYHU�VDWLVI\�DOO�DSSOLFDWLRQV��LW�LV�LPSRUWDQW
WR�SHUPLW�LQGLYLGXDO�DSSOLFDWLRQV�WR�FXVWRPLVH�WKH�V\VWHP�E\�VSHFLI\LQJ�RU
SURYLGLQJ�VSHFLDOLVHG�SROLFLHV�

 1.1 Focus

:KHQ�VWXG\LQJ�FXVWRPLVDELOLW\��L�H��XVHUV�DSSOLFDWLRQV�DELOLW\�WR�FKDQJH�WKH
V\VWHPV�EHKDYLRXU�WR�LWV�QHHGV���ZH�IRFXV�DW�H[WHQVLEOH�RSHUDWLQJ�V\VWHPV��L�H�
RSHUDWLQJ�V\VWHPV�WKDW�DUH�EDVHG�RQ�D�PLFURNHUQHO�ZKLFK�LPSOHPHQWV�D
PLQLPDO�VHW�RI��IXQFWLRQDOLW\�ZKLFK�HYHU\�LQVWDQFH�RI�WKH�2�6��KDYH�
2SHUDWLQJ�V\VWHP�VHUYLFHV�DUH�H[WHQVLRQV�WR�WKH�PLFURNHUQHO�WKDW�PD\�EH
UHSODFHG��DGGHG�RU�UHPRYHG�E\�XVHUV�DSSOLFDWLRQV��/HVV�IOH[LEOH��EXW�VWLOO
XVHIXO��DSSURDFKHV�WR�FXVWRPLVDELOLW\�PD\�H�J��EH�WR�SURYLGH�D�VHW�RI�SUH�
GHILQHG�SROLFLHV�WKH�XVHU�GHFODUDWLYHO\�FDQ�FKRRVH�IURP�

                                                          

��'DWDEDVH�0DQDJHPHQW�6\VWHP�LPSOHPHQWHUV�DUH�RIWHQ�IRUFHG�WR�E\SDVV�WKH�SDJLQJ
VXEV\VWHP�DQG�LPSOHPHQW�WKHLU�RZQ�SDJLQJ�



2

 1.2 Goals

7KH�JRDOV�RI�WKLV�UHSRUW�LV�WR�LQYHVWLJDWH�ZKDW�LV�WKH�PDLQ�GHVLJQ�LVVXHV�DQG
RSWLRQV�LQ�H[WHQVLEOH�RSHUDWLQJ�V\VWHPV��DQG�KRZ�WKRVH�LVVXHV�DUH�EHLQJ
DGGUHVVHG�LQ�VRPH�RI�WKH�UHVHDUFK�SURWRW\SHV�WKDW�DUH�EHLQJ�GHYHORSHG��:H
DOVR�ORRN�DW�KRZ�REMHFW�RULHQWDWLRQ�DQG�UHIOHFWLRQ�PD\�EH�XVHIXO�LQ
FRQVWUXFWLQJ�FXVWRPLVDEOH�V\VWHPV�

 1.3 Report summary

,Q�VHFWLRQ����ZH�JR�WKURXJK�VRPH�LPSRUWDQW�GHVLJQ�LVVXHV�IRU�H[WHQVLEOH
RSHUDWLQJ�V\VWHPV��)LUVW��H[WHQVLELOLW\�PD\�EH�VWDWLF��FRPSLOH�WLPH
FXVWRPLVDWLRQ��RU�G\QDPLF��UXQ�WLPH���'\QDPLF�H[WHQVLELOLW\�PD\�EH
DFFRPPRGDWHG�E\�HLWKHU�WKH�WUDGLWLRQDO�PLFURNHUQHO�DSSURDFK��ZKHUH
H[WHQVLRQV�DUH�LPSOHPHQWHG�LQ�XVHU�VSDFH��RU�WKH�H[WHQVLEOH�NHUQHO�DSSURDFK�
ZKHUH�WKH\�PD\�EH�LQVHUWHG�RU�UHSODFHG�LQ�WKH�NHUQHO�E\�DSSOLFDWLRQV�

$QRWKHU�LVVXH�LV�KRZ�WR�SUHYHQW�HUURQHRXV�H[WHQVLRQV�IURP�FRUUXSWLQJ�WKH
UHVW�RI�WKH�NHUQHO��3URWHFWLRQ�DJDLQVW�LOOHJDO�PHPRU\�DFFHVV�LV�GRQH�E\
KDUGZDUH��WKH�PLFURNHUQHO�DSSURDFK��RU�E\�VRIWZDUH��$QRWKHU�SUREOHP�LV
UHVRXUFH�PRQRSROLVLQJ�ZKLFK�PD\�EH�WDFNOHG�E\�GHWHFWLQJ�WKH�SUREOHP�DQG
NLOOLQJ�WKH�RIIHQGLQJ�H[WHQVLRQ�

2WKHU�LVVXHV�LQFOXGH�WKH�SHUVLVWHQFH�RI�H[WHQVLRQV��H[WHQVLRQ�JUDQXODULW\��DQG
WKH�UHVROYLQJ�RI�FRQIOLFWV�EHWZHHQ�H[WHQVLRQV�

,Q�VHFWLRQ����ZH�GLVFXVV�WKH�UROH�RI�REMHFW�RULHQWDWLRQ�LQ�FRQVWUXFWLRQ�RI
FXVWRPLVDEOH�RSHUDWLQJ�V\VWHPV�DQG�ORRN�DW�D�FRXSOH�RI�RSHUDWLQJ�V\VWHPV
SURWRW\SHV�WKDW�LQYHVWLJDWH�UHIOHFWLRQ��$�SUREOHP�LV�WR�JLYH�DSSOLFDWLRQV
FRQWURO�RYHU�LPSOHPHQWDWLRQ�GHFLVLRQV�ZLWKRXW�VDFULI\LQJ�WKH�EHQHILWV�RI
DEVWUDFWLRQ��$�SURPLVLQJ�DSSURDFK�WR�WKLV�LV�WR�H[SRVH�LPSOHPHQWDWLRQ�LVVXHV
DQG�QRQ�IXQFWLRQDO�DVSHFWV��ZKHUH�QHHGHG��EXW�VHSDUDWH�IURP�WKH�IXQFWLRQDO
LQWHUIDFHV��7KRVH�DVSHFWV�DUH�FRQWUROODEOH�E\�DSSOLFDWLRQV�WKURXJK�PHWD�REMHFW
LQWHUIDFHV�

:H�LOOXVWUDWH�WKH�FRQFHSWV�GLVFXVVHG�LQ�VHFWLRQ����E\�SUHVHQWLQJ�WZR�SURWRW\SH
RSHUDWLQJ�V\VWHPV�WKDW�WDNH�GLIIHUHQW�DSSURDFKHV�WR�FXVWRPLVDELOLW\�DQG
H[WHQVLELOLW\��QDPHO\�1HPHVLV�DQG�µ&KRLFHV��:H�GRQ·W�H[DPLQH�DOO�UHODWHG
UHVHDUFK�LQ�WKLV�SDSHU��MXVW�D�LOOXVWUDWLYH�VHOHFWLRQ�

 1.4 Acknowledgements

7KH�DXWKRU�RI�WKLV�UHSRUW�LV�VHFRQGHG�WR�WKH�$16$�3KDVH�,,,�SURJUDPPH�E\
WKH�8QLYHUVLW\�RI�7URPVR�DQG�LV�VXSSRUWHG�E\�D�1$72�6FLHQFH�)HOORZVKLS
WKURXJK�WKH�1RUZHJLDQ�5HVHDUFK�&RXQFLO�JUDQW�QR�������������

7KDQNV�WR�$QGUHZ�+HUEHUW��%LOO\�*LEVRQ��5LFKDUG�+D\WRQ�DQG�=KL[XH�:X��IRU
YDOXDEOH�DGYLFH�DQG�FRPPHQWV�
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 2 DESIGN ISSUES FOR EXTENSIBLE SYSTEMS

,Q�WKLV�VHFWLRQ��ZH�JLYH�DQ�RYHUYLHZ�RI�UHVHDUFK�LQ�H[WHQVLEOH�RSHUDWLQJ
V\VWHPV��PRVWO\�IRFXVHG�DW�GHVLJQ�LVVXHV��7KLV�LV�EDVHG�RQ�>6HOW]HU��@�ZKHUH
ZH�ILQG�D�VXUYH\�RI�WKH�PDLQ�GHVLJQ�LVVXHV�RI�H[WHQVLEOH�RSHUDWLQJ�V\VWHPV
DQG�VRPH�UHODWHG�UHVHDUFK�SURWRW\SHV��7KH�IRFXV�KHUH�LV�DW�H[WHQVLRQ
WHFKQRORJ\��SURWHFWLRQ��H[WHQVLRQ�SHUVLVWHQFH��H[WHQVLRQ�JUDQXODULW\�DQG
FRQIOLFW�UHVROXWLRQ�

 2.1 Extension technology

$�ILUVW�VWHS�WRZDUGV�H[WHQVLELOLW\�LV�WR�SURYLGH�FRPSLOH�WLPH�RSWLRQV�IRU
FRQILJXULQJ�WKH�UHVXOWLQJ�2�6��WR�SDUWLFXODU�QHHGV��7KLV�LV�FDOOHG�VWDWLF
H[WHQVLELOLW\��6FRXW�>0RQW]��@�LV�DQ�H[DPSOH�RI�D�WRRONLW�WKDW�FDQ�EH�XVHG�WR
LPSOHPHQW�VSHFLDO�SXUSRVH�RSHUDWLQJ�V\VWHPV��6FRXW�LV�GHVLJQHG�SULPDULO\�IRU
QHWZRUNLQJ�DSSOLFDWLRQV�DQG�WKH��DEVWUDFWLRQ�RI�SDWKV�LV�FHQWUDO��,W�VXSSRUWV
ERWK�QRQ�UHDOWLPH�DQG�VRIW�UHDOWLPH�DSSOLFDWLRQV��$�VWHS�IXUWKHU�LV�WR�VXSSRUW
G\QDPLF�H[WHQVLELOLW\��L�H��EHKDYLRXU�FDQ�EH�DGGHG�RU�FKDQJHG�DW�UXQ�WLPH�
7KHUH�DUH�WZR�GLIIHUHQW�DSSURDFKHV�WR�WKLV��7KH�PLFURNHUQHO�DSSURDFK�DQG
WKH�H[WHQVLEOH�NHUQHO�DSSURDFK�

7KH�WUDGLWLRQDO�PLFURNHUQHO�DSSURDFK��VHH�H�J��>$FFHWWD��@��PHDQV�WKDW�2�6�
IXQFWLRQDOLW\�LV�PRYHG�RXW�RI�WKH�NHUQHO�DQG�LPSOHPHQWHG�DV�VHUYHUV�UXQQLQJ
LQ�XVHU�VSDFH�

7KH�WUDGLWLRQDO�PLFURNHUQHO�DSSURDFK�KDV�D�YHU\�KLJK�FRVW��EHFDXVH�RI�WKH
QHHG�IRU�IUHTXHQWO\�FURVVLQJ�RI�SURWHFWLRQ�ERXQGDULHV���7KLV�LV�WKH�PDLQ
PRWLYDWLRQ�RI���WKH�H[WHQVLEOH�NHUQHO�DSSURDFK���,W�PHDQV�WKDW�DSSOLFDWLRQV
PD\�FKDQJH�WKH�EHKDYLRXU�RI�WKH�NHUQHO�LWVHOI��L�H��DSSOLFDWLRQ�IXQFWLRQDOLW\
PD\�EH�G\QDPLFDOO\�GRZQORDGHG�LQWR�WKH�NHUQHO�DQG�UXQ�WKHUH��:RUN�WDNLQJ
WKLV�DSSURDFK�LQFOXGH�63,1�>%HUVKDG��@��9,12�>6PDOO��@�DQG�WR�VRPH
H[WHQW��µ&KRLFHV��VHH�DOVR�VHFWLRQ������

([RNHUQHOV�>(QJOHU��@�PD\�EH�UHJDUGHG�DV�D�YDULDQW�RI�WKH�ILUVW�DSSURDFK�
7KH\�DUH�EDVHG�RQ�DQ�LGHD�RI�UHPRYLQJ�DOO�DEVWUDFWLRQV�IURP�WKH�NHUQHO�DQG
LPSOHPHQW�WKHP�LQ�XVHU�VSDFH��W\SLFDOO\�DV�OLEUDULHV�ZKLFK�DUH�OLQNHG�LQWR
HDFK�DSSOLFDWLRQ�SURFHVV��7KH�NHUQHO�LV�OHIW�ZLWK�YHU\�IHZ�UHVSRQVLELOLWLHV�OLNH
SURYLGLQJ�VHFXUH�ELQGLQJV�EHWZHHQ�XVHU�OHYHO�RSHUDWLQJ�V\VWHPV�DQG
KDUGZDUH��$�SURWRW\SH�([RNHUQHO��$HJLV�DOVR�DOORZV�GRZQORDGLQJ�RI�FRGH�LQWR
WKH�NHUQHO�WR�LPSURYH�SHUIRUPDQFH��$QRWKHU�H[DPSOH�RI�DQ�([RNHUQHO�LV�WKH
9���&DFKH�.HUQHO�>&KHULWRQ��@��+HUH��WKH�DSSURDFK�WR�SHUIRUPDQFH
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LPSURYHPHQW�LV�WKDW�DFWLYH�REMHFWV�DVVRFLDWHG�ZLWK�EDVLF�RSHUDWLQJ�V\VWHP
IDFLOLWLHV�DUH�FDFKHG�LQ�WKH�NHUQHO�

1HPHVLV��VHH�VHFWLRQ������WDNHV�D�H[RNHUQHO�OLNH�DSSURDFK��7KH�V\VWHP�LV
RUJDQLVHG�DV�D�VHW�RI�GRPDLQV��DQDORJRXV�WR�SURFHVVHV��ZKLFK�DUH�VFKHGXOHG
E\�D�YHU\�VPDOO�NHUQHO��6HUYHU�GRPDLQV��W\SLFDOO\�GHYLFH�GULYHUV��DUH�DOORZHG�
EXW�DV�OLWWOH�DV�SRVVLEOH�LV�GRQH�LQ�VHUYHU�GRPDLQV�DQG�DV�PXFK�DV�SRVVLEOH�LV
GRQH�LQ�DSSOLFDWLRQ�GRPDLQV��2SHUDWLQJ�V\VWHP�IXQFWLRQDOLW\�LV�PRVWO\
LPSOHPHQWHG�DV�VPDOO�OLEUDU\�PRGXOHV�WKDW�PD\�EH�G\QDPLFDOO\�ORDGHG�DQG
OLQNHG�LQWR�DSSOLFDWLRQ�GRPDLQV�

 2.2 Protection

7KHUH�DUH�WZR�SRWHQWLDO�SUREOHPV�WKDW�WKH�NHUQHO�QHHGV�WR�SURWHFW�WKH�V\VWHP
IURP��)LUVW�IURP�H[WHQVLRQV�WKDW�DFFHVV��UHDG��ZULWH�RU�MXPS�WR��PHPRU\�
DGGUHVVHV�WKH\�ZHUHQ·W�PHDQW�WR�DFFHVV��6HFRQG�IURP�H[WHQVLRQV�WKDW
PRQRSROLVH�UHVRXUFHV�LQ�DQ�HUURQHRXV�ZD\�

 2.2.1 Preventing illegal memory access

7KH�WUDGLWLRQDO�PLFURNHUQHO�DSSURDFK�LPSOLHV�KDUGZDUH�SURWHFWLRQ�VLQFH
H[WHQVLRQV�DUH�LPSOHPHQWHG�DV�VHSDUDWH�SURFHVVHV��%HFDXVH��FURVVLQJ
SURWHFWLRQ�ERXQGDULHV�LV�H[SHQVLYH��ZLWK�UHVSHFW�WR�SHUIRUPDQFH���WKLV
DSSURDFK�PD\�KDYH�D�VLJQLILFDQW�SHUIRUPDQFH�FRVW�

/RDGLQJ�VRIWZDUH�LQWR�WKH�NHUQHO�LQVWHDG�PD\�WKHUHIRUH�EH�DQ�DWWUDFWLYH
DOWHUQDWLYH��HVSHFLDOO\�ZKHQ�WKH�H[WHQVLRQ�FRPPXQLFDWHV�LQWHQVLYHO\�ZLWK�WKH
UHVW�RI�WKH�NHUQHO��EXW�WKH�SUREOHP�LV�KRZ�WR�SUHYHQW�EXJJ\�H[WHQVLRQV�IURP
FRUUXSWLQJ�WKH�LQWHJULW\�RI�UHVW�RI�WKH�NHUQHO��E\�DFFHVVLQJ�PHPRU\�RU�,2
DGGUHVVHV�WKH\�DUHQ·W�PHDQW�WR�DFFHVV��7KHUH�DUH�WZR�PDLQ�DSSURDFKHV�WR
VRIWZDUH�SURWHFWLRQ�

♦ &RPSLOH�WLPH�SURWHFWLRQ��7KH�FRPSLOHU�HQVXUHV�WKDW�WKH�JHQHUDWHG
H[WHQVLRQ�FRGH�LV�VDIH��7KLV�LV�W\SLFDOO\�GRQH�E\�XVLQJ�VDIH�ODQJXDJHV�
EXW�XQVDIH�ODQJXDJHV�OLNH�&�FDQ�EH�XVHG�LI�WKH�FRPSLOHU��RU�D�SRVW�
SURFHVVRU���SUHYHQWV�WKH�JHQHUDWHG�FRGH�IURP�DFFHVVLQJ�LOOHJDO
DGGUHVVHV��7KLV�WHFKQLTXH�LV�UHIHUUHG�WR�DV�´VDQGER[LQJµ�

♦ 5XQ�WLPH�SURWHFWLRQ�ZKLFK�FDQ�EH�HLWKHU�VRPH�NLQG�RI�DGGLQJ�UXQ�WLPH
FKHFNLQJ�WR�WKH�H[WHQVLRQ�FRGH��RU�WKH�XVH�RI�LQWHUSUHWHG�ODQJXDJHV
ZKLFK�DUH�LQWHUSUHWHG�LQ�WKH�NHUQHO��7KH�LQWHUSUHWHU�GR�VDIHW\�FKHFNV�

6RIWZDUH�SURWHFWLRQ�LV�XVHG�LQ�H�J��63,1��WKDW�XVH�D�W\SH�VDIH�ODQJXDJH�
0RGXOD���WR�LPSOHPHQW�H[WHQVLRQV�DQG�LQ�9,12��ZKHUH�H[WHQVLRQV�DUH
ZULWWHQ�LQ�&���DQG�VDQGER[HG��L�H��FRPSLOHG�E\�D�WUXVWHG�FRPSLOHU�WKDW
SUHYHQW�JHQHUDWHG�FRGH�WR�DFFHVV�DGGUHVVHV�RXWVLGH�LWV�RZQ�DGGUHVV�UDQJH�
H[FHSW�IRU�SHUPLWWHG�HQWU\�SRLQWV��9,12�DOVR�UXQV�H[WHQVLRQV�LQ�WKH�FRQWH[W
RI�WUDQVDFWLRQV��7KLV�VXSSRUWV�UHFRYHU\�LI�H[WHQVLRQV�IDLO�RU�PXVW�EH�DERUWHG�

7KH�SUREOHP�RI�WKLV�DSSURDFK�LV�KRZ�WKH�NHUQHO�FDQ·W�EH�VXUH�WKDW�WKH�FRGH�LV
UHDOO\�JHQHUDWHG�E\�D�WUXVWHG�WRRO��ZKHQ�DVNHG�WR�GRZQORDG�LW��6RPH
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FU\SWRJUDSKLF�FKHFNVXP�VFKHPH�FDQ�EH�XVHG��EXW�WKLV�DSSURDFK�LQWURGXFH
QHZ�SUREOHPV�OLNH�NH\�GLVWULEXWLRQ�DQG�WUXVW�

$QRWKHU�DSSURDFK�WKDW�DLPV�WR�VROYH�WKLV�SUREOHP�LV�WR�XVH�LQWHUSUHWDWLYH
ODQJXDJHV��µ&KRLFHV�DOORZV�GRZQORDGLQJ�RI�VRIWZDUH�DJHQWV�LQWR�WKH�NHUQHO�
W\SLFDOO\�IRU�DJJUHJDWLQJ�PXOWLSOH�V\VWHP�FDOOV�DQG�WKHUHE\�PLQLPLVLQJ
NHUQHO�XVHU�VSDFH�ERXQGDU\�FURVVLQJV��7KHVH�DUH�LPSOHPHQWHG�LQ�D�VFULSWLQJ
ODQJXDJH�VLPLODU�WR�7&/��EXW�XVLQJ�-DYD�LV�FRQVLGHUHG�DV�WKH�QH[W�VWHS��-DYD
LV�D�VDIH�ODQJXDJH�WKDW�LV�FRPSLOHG�WR�D�LQWHUPHGLDWH�IRUP�WKDW�LV�LQWHUSUHWHG
E\�D�YLUWXDO�PDFKLQH�ZKLFK�GRHV�DGGLWLRQDO�VDIHW\�FKHFNV�LQ�UXQ�WLPH��-DYD
WKHQ�RIIHU�ERWK�FRPSLOH�WLPH�DQG�UXQ�WLPH�SURWHFWLRQ�

 2.2.2 Preventing resource monopolising

1RQH�RI�WKH�DSSURDFKHV�PHQWLRQHG�DERYH�SUHYHQW�EDGO\�EHKDYLQJ�H[WHQVLRQV
IURP�VWHDOLQJ�DOO�UHVRXUFHV��7R�SUHYHQW�WKLV��H[WHQVLRQV�FDQQRW�EH�DOORZHG�WR
GLVDEOH�LQWHUUXSWV�DQG�WKH�NHUQHO�PXVW�KDYH�D�PHFKDQLVP�WR�GHWHFW�WKH
SUREOHP�DQG�NLOO�WKH�RIIHQGLQJ�H[WHQVLRQ�

 2.3 Extension persistence

$QRWKHU�LVVXH�LV�WKH�SHUVLVWHQFH��RU�OLIHWLPH��RI�DQ�H[WHQVLRQ��7KLV�LV�FORVHO\
FRQQHFWHG�WR�WKH�TXHVWLRQ�ZKDW�REMHFW�WKH�H[WHQVLRQ�LV�ERXQG�WR��7KHUH�DUH
WZR�DSSURDFKHV�WR�WKLV�

♦ ([WHQVLRQ�LV�ERXQG�WR�DSSOLFDWLRQ���,W�H[LVWV�DV�ORQJ�DV�WKH�DSSOLFDWLRQ
UXQV�

♦ ([WHQVLRQ�LV�ERXQG�WR�UHVRXUFH���,W�H[LVWV�DV�ORQJ�DV�WKH�UHVRXUFH�LW
PDQDJHV�H[LVWV�

7KHUH�LV�FOHDUO\�D�QHHG�IRU�PDQ\�H[WHQVLRQV�WR�SHUVLVW�ORQJHU�WKDQ�WKH
DSSOLFDWLRQ�DQG�WR�EH�VKDUHG�EHWZHHQ�GLIIHUHQW�DSSOLFDWLRQV��H�J��ZKHQ�LW
PDQDJHV�D�ORQJ�OLYHG�UHVRXUFHV�DV�D�ILOH�V\VWHP��7KLV�VKRXOGQ·W�KLQGHU�WKH
H[WHQVLRQV�WR�HYROYH�RYHU�WLPH�RU�HYHQ�WR�EH�PRYHG�WR�DQRWKHU�PDFKLQH�

5HODWHG�UHVHDUFK�DSSURDFK�WKLV�LQ�GLIIHUHQW�ZD\V��([RNHUQHOV�DOORZV
SHUVLVWHQFH�LQ�WKH�VHQVH�WKDW�H[WHQVLRQV�FDQ�EH�LPSOHPHQWHG�LQ�VKDUHG
OLEUDULHV��%HFDXVH�H[WHQVLRQV�OLYH�LQ�HDFK�DSSOLFDWLRQ�SURFHVV��WKH\�FDQQRW�EH
GLUHFWO\�ERXQG�WR�UHVRXUFHV��,Q�63,1��H[WHQVLRQ�PD\�RXWOLYH�WKH�SURFHVV�WKDW
LQVWDOOHG�LW�DQG�WKHQ�EHFRPHV�SDUW�RI�WKH�UXQQLQJ�NHUQHO��7KH\�GRQ·W�VXUYLYH
UHERRWV�WKRXJK��,Q�9,12��H[WHQVLRQV�PD\�EH�ERXQG�WR�ERWK�DSSOLFDWLRQV�DQG
ILOHV�DQG�PD\�WKHQ�EH�SHUVLVWHQW��DOVR�RYHU�UHERRWV�

 2.4 Extension granularity

:KDW�LV�WKH�XQLW�RI�PRGLILFDWLRQ�IRU�H[WHQVLRQV"�:H�FDQ�GLVWLQJXLVK�EHWZHHQ
WKUHH�OHYHOV�RI�JUDQXODULW\�

♦ 0RGXOH�H[WHQVLELOLW\��FRDUVH�JUDLQ���0RGXOHV�DUH�UHSODFHG�DV�D�ZKROH�
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♦ 3URFHGXUDO�H[WHQVLELOLW\��ILQH�JUDLQ���([WHQVLRQV�FDQ�EH�GHILQHG�LQ
DUELWUDULO\�VPDOO�XQLWV�

♦ /LPLWHG�SURFHGXUDO�H[WHQVLELOLW\��([WHQVLRQV�PD\�EH�DVVRFLDWHG�RQO\
ZLWK�GHVLJQDWHG�NHUQHO�HQWU\�SRLQWV�

2QH�H[DPSOH�RI�PRGXOH�H[WHQVLELOLW\�LV�WKH�WUDGLWLRQDO�PLFURNHUQHO�DSSURDFK�
7KH�XQLW�RI�UHSODFHPHQW�LV�WKH�HQWLUH�VHUYHU�LPSOHPHQWLQJ�LW��([RNHUQHOV�PD\
GHILQH�H[WHQVLRQV�LQ�DUELWUDULO\�VPDOO�XQLWV�VLQFH�WKH�ZKROH�WKLQJ�LV
LPSOHPHQWHG�LQ�WKH�DSSOLFDWLRQ�SURFHVV��1HPHVLV�RIIHU�PRGXOH�H[WHQVLELOLW\�
EXW�WKH�PRGXOHV�PD\�EH�VPDOO��LPSOHPHQWLQJ�RQH�RU�PRUH�REMHFW�W\SHV��63,1
VXSSRUWV�D�YDULDQW�RI�PRGXOH�H[WHQVLELOLW\��L�H���DQ�H[WHQVLRQ�FDQ�EH
LPSOHPHQWHG�DV�VXEW\SH�RI�DQRWKHU��,Q�WKH�9,12�V\VWHP��RQH�LV�DOORZHG�WR
RYHUORDG�RQO\�VSHFLILF�PHWKRGV�RI�WKH�REMHFWV�WKDW�WKH�NHUQHO�LV�FRQVWUXFWHG
IURP��9,12�LV�WKHUHE\�VXSSRUWLQJ�OLPLWHG�SURFHGXUDO�H[WHQVLELOLW\�

 2.5 Resolving of extension conflicts

'LIIHUHQW�H[WHQVLRQV�PD\�LVVXH�FRQIOLFWLQJ�UHVRXUFH�RU�SROLF\�UHTXHVWV��7R
UHVROYH�FRQIOLFWV��ZH�HLWKHU�KDV�WR�ILQG�D�FRPSURPLVH�WKDW�HYHU\RQH�FDQ�OLYH
ZLWK��VRPH�H[WHQVLRQV�FDQ·W�KDYH�H[DFWO\�ZKDW�WKH\�UHTXHVWHG��RU�VRPH
H[WHQVLRQ�KDV�WR�IDLO��5HTXHVWV�PD\�EH�KDUG�RU�VRIW��+DUG�UHTXHVW�PXVW�EH
FRPSOHWHO\�IXOILOOHG�RU�WKH�UHTXHVWHU�PXVW�WHUPLQDWH��7KHUH�DUH�WKUHH�W\SHV�RI
FRQIOLFW�EHWZHHQ�H[WHQVLRQV�

♦ 5HVRXUFH�FRQWHQWLRQ��7KH�VXP�RI�WKH�UHTXHVWV�IRU�D�IUDFWLRQ�RI�D
UHVRXUFH��H�J��PHPRU\�RU�QHWZRUN�EDQGZLGWK���E\�WKH�GLIIHUHQW
H[WHQVLRQV�LV�PRUH�WKDQ�ZKDW�LV�DYDLODEOH

♦ 3ROLF\�FRQWHQWLRQ��'LIIHULQJ��FRQIOLFWLQJ��SROLFLHV��H�J��VFKHGXOLQJ
SROLFLHV��DUH�UHTXHVWHG�

♦ ,QWHUIHUHQFH���([WHQVLRQV�UHTXLUH�WKH�VDPH�SK\VLFDO�UHVRXUFHV�

7KH�RQO\�VROXWLRQ�IRU�LQWHUIHUHQFH�LV�WLPH�PXOWLSOH[LQJ��,I�PXOWLSOH[LQJ
FDQQRW�EH�GRQH�KHUH��VRPH�H[WHQVLRQ�PXVW�IDLO��$Q�H[DPSOH�LV�YLUWXDO
PHPRU\��ZKLFK�PD\�EH�PXOWLSOH[HG�WKURXJK�SDJLQJ�RU�VZDSSLQJ�

$Q�DSSURDFK�WR�UHVROYLQJ��VRIW��UHVRXUFH�FRQWHQWLRQ�DQG�SROLF\�FRQWHQWLRQ�LV
VSOLW�UHVROXWLRQ��ZKLFK�LV�VXSSRUWHG�E\�H�J��63,1�DQG�9,12���,W�LPSOLHV�D
GLYLVLRQV�LQWR�JOREDO�GHFLVLRQV��ZKLFK�DUH�GRQH�E\�WKH�NHUQHO��DQG�ORFDO
GHFLVLRQV��ZKLFK�DUH�GRQH�E\�WKH�DSSOLFDWLRQ���)RU�LQVWDQFH�WKH�NHUQHO�PD\
DOORFDWH�UHVRXUFHV�WR�SURFHVVHV�RU�JURXSV�RI�SURFHVVHV�ZKLFK�LQ�WKHLU�WXUQ
PDNH�WKHLU�RZQ�DOORFDWLRQ�GHFLVLRQV���$Q�H[DPSOH�RI�WKLV�LV�WKH�GLVWLQFWLRQ
EHWZHHQ�VFKHGXOLQJ�RI�&38�EHWZHHQ�SURFHVVHV�DQG�VFKHGXOLQJ�EHWZHHQ
WKUHDGV�LQVLGH�HDFK�SURFHVV�
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 3 OBJECT ORIENTATION

7KH�REMHFW�RULHQWHG�SDUDGLJP�LV�LPSRUWDQW�LQ�PRVW�UHODWHG�ZRUN�RQ
H[WHQVLELOLW\�LQ�RSHUDWLQJ�V\VWHPV��7KH�GHVLUH�IRU�UHXVH�DQG�HYROXWLRQ�LV�H�J�
VXSSRUWHG�E\�LQKHULWDQFH��(QFDSVXODWLRQ�LV�XVHIXO�IRU�VDIHW\��7KH�XVH�RI
REMHFW�RULHQWHG�IUDPHZRUNV�VXSSRUWV�WKH�LPSOHPHQWDWLRQ�RI�JHQHULF�VHUYLFHV
ZKLFK�FDQ�EH�VSHFLDOLVHG�IRU�VSHFLILF�FULWLFDO�EHKDYLRXU�RI�IRU�VSHFLILF
KDUGZDUH��&DUHIXO�GHVLJQ�PD\�WKHQ�VHSDUDWH�RXW�FULWLFDO�SDUWV�DQG�PDNH
WKHP�HDVLO\�UHSODFHDEOH�E\�VXEFODVVLQJ�

 3.1 The open implementation approach

:H�FODLP�WKDW�FXVWRPLVDELOLW\��DQG�H[WHQVLELOLW\��LV�FORVHO\�UHODWHG�WR�RSHQLQJ
XS�WKH�RSHUDWLQJ�V\VWHPV�DEVWUDFWLRQV�DQG�PDNH�FHUWDLQ�DVSHFWV�RI
LPSOHPHQWDWLRQ�FRQWUROODEOH�DQG�UHSODFHDEOH�E\�DSSOLFDWLRQV�

7KH�2SHQ�,PSOHPHQWDWLRQ�$SSURDFK��VHH�H�J��>.LF]DOHV��D@��LV�WR�H[SRVH
LPSOHPHQWDWLRQ�LVVXHV�LQ�DQ�RUGHUO\�PDQQHU�ZLWKRXW�VDFULI\LQJ�WKH�EHQHILWV
RI�DEVWUDFWLRQ��7KH�UHDVRQ�LV�WKH�IROORZLQJ��DFFRUGLQJ�WR�.LF]DOHV��

,W�LVQ·W�SRVVLEOH�WR�KLGH�DOO�LPSOHPHQWDWLRQ�LVVXHV�EHKLQG�DQ�DEVWUDFWLRQ
EDUULHU�EHFDXVH�QRW�DOO�RI�WKHP�DUH�´MXVW�GHWDLOVµ��VRPH�DUH�LQVWHDG
FUXFLDO�LPSOHPHQWDWLRQ�VWUDWHJ\�LVVXHV�IRU�ZKLFK��WKH�UHVROXWLRQ�ZLOO
LQYDULDEO\�ELDV�WKH�SHUIRUPDQFH�RI�WKH�UHVXOWLQJ�LPSOHPHQWDWLRQ�

$�SURPLVLQJ�DSSURDFK�WR�WKLV�LV�WR�XVH�UHIOHFWLRQ�WR�FRQWURO�QRQ�IXQFWLRQDO
DVSHFWV�WKURXJK�PHWD�REMHFW�LQWHUIDFHV��$FFRUGLQJ�WR�.LF]DOHV���D�QHZ
DSSURDFK�WR�FRQWUROOLQJ�FRPSOH[LW\�ZLOO�EH�VHSDUDWLRQ�UDWKHU�WKDQ�KLGLQJ��6R�
ZKHUH�LPSOHPHQWDWLRQ�LVVXHV�FDQQRW�EH�KLGGHQ��WKH\�DUH�H[SRVHG��EXW
VHSDUDWH�IURP�WKH�IXQFWLRQDO�LQWHUIDFHV��7KH�JRDOV�RI�WKLV�VHSDUDWLRQ�LV�WR�OHW
DSSOLFDWLRQ�SURJUDPPHUV�EH�DEOH�WR�

♦ &RQWURO�WKH�VHUYLFH�LPSOHPHQWDWLRQ�ZKHQ�WKH\�QHHG�WR

♦ 'HDO�ZLWK�EHKDYLRXU�DQG�LPSOHPHQWDWLRQ�ODUJHO\�RQH�DW�D�WLPH�

&OLHQWV�VKRXOG�RQO\�EH�H[SRVHG�WR�WKH�PHWD�LQWHUIDFH�LQ�H[FHSWLRQDO
FLUFXPVWDQFHV��H�J��LQ�SHUIRUPDQFH�FULWLFDO�VHFWLRQV�RI�WKHLU�FRGH�
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 3.1.1 Reflection in  operating systems

2SHUDWLQJ��V\VWHPV�WKDW�LQYHVWLJDWH�UHIOHFWLRQ�LQFOXGH�$SHUWRV�><RNRWH��@
DQG�µ&KRLFHV�>/L��@��$SHUWRV�LV�EDVHG�RQ�D�PRGHO�RI�UHIOHFWLRQ�ZKLFK�LV
FKDUDFWHULVHG�E\�

♦ 6WULFW�2EMHFW�PHWDREMHFW�VHSDUDWLRQ��$Q�REMHFW�LV�D�FRQWDLQHU�RI
LQIRUPDWLRQ���7KH�VHPDQWLFV�RI�LWV�EHKDYLRXU�LV�GHILQHG�E\�D�VHW�RI
PHWDREMHFWV��FDOOHG�D�PHWDVSDFH��

♦ 0HWDKLHUDUFK\��6LQFH�D�PHWDREMHFW�LV�DQ�REMHFW�LWVHOI��LW�KDV�D
PHWDVSDFH�

♦ 2EMHFW�PLJUDWLRQ��L�H��REMHFWV�PRYH�EHWZHHQ�PHWDVSDFHV��0LJUDWLRQ�LV
UHJDUGHG�DV�D�EDVLF�PHFKDQLVP�LQ�$SHUWRV��2�6��VHUYLFHV�PD\�EH
LPSOHPHQWHG�XVLQJ�PLJUDWLRQ��)RU�LQVWDQFH�D�REMHFW�PD\�EH�PRYHG�WR�D
PHWDVSDFH�WKDW�VXSSRUWV�SHUVLVWHQW�VWRUDJH��7KH�LGHD�RI�PLJUDWLRQ
EHWZHHQ�PHWDVSDFHV�DOVR�VXSSRUWV�KHWHURJHQHLW\�

7KH�ILJXUH�EHORZ�LOOXVWUDWHV�WKH�REMHFW�PHWDREMHFW�VHSDUDWLRQ�DQG�WKH
PHWDKLHUDUFK\�

Metaspace S3

object
A

object
B

Pager Disk

Segment
Protocol

Namer1

Metaspace S1

Metaspace S4

object
C

object
D

Directory

File

Namer2

Memory

Network
Block

Device

Metaspace S2

Metaspace S5

:KHQ�LPSOHPHQWLQJ�$SHUWRV��WKH�IROORZLQJ�LV�LQWURGXFHG������7KH�0HWD&RUH
ZKLFK�LV�D�PHWDREMHFW�ZKLFK�KDV�QR�PHWDVSDFH�RI�LWV�RZQ��LW�LV�WKH�URRW�RI�WKH
PHWDKLHUDUFK\���,W�FDQ�EH�UHJDUGHG�DV�D��PLFURNHUQHO�DQG�WKH�URRW�RI�WKH
PHWD�KLHUDUFK\��,W��LV�ORFDWHG�RQ�HDFK�FRPSXWHU�DQG�SURYLGHV�FRPPRQ
SULPLWLYHV�IRU�REMHFW�H[HFXWLRQ������5HIOHFWRUV�ZKLFK�UHSUHVHQW�WKH
PHWDFRPSXWLQJ�GHILQHG�E\�D�PHWDVSDFH��JURXS�RI�PHWDREMHFWV��

µ&KRLFHV�DGRSW�VRPH�RI�WKHVH�LGHDV�DQG�XVH�UHIOHFWLRQ�WR�FRQVWUXFW
FXVWRPLVDEOH�RSHUDWLQJ�V\VWHP�FRPSRQHQWV�OLNH�H�J��YLUWXDO�PHPRU\��7KH
DUFKLWHFWXUH�GHILQHV�WKUHH�OHYHOV��7KH�EDVH�OHYHO��WKH�ILUVW�DQG�WKH�VHFRQG
PHWD�OHYHO��7KH�EDVH�OHYHO�LPSOHPHQWV�SULPLWLYH�IXQFWLRQDOLW\��7KH�ILUVW�PHWD
OHYHO�GHILQHV�WKH�PHDQLQJ�RI�RSHUDWLRQV�WKDW�DUH�LQFOXGHG�DV�SDUW�RI�WKH
FRPSRQHQWV�EHKDYLRXU��7KLV�OHYHO�FDQ�LPSRVH�FXVWRPLVDEOH�SROLFLHV�E\



9

ELQGLQJ�VSHFLILF�RSHUDWLRQ�WR�VSHFLILF�DOJRULWKPV��H�J��D�FKRLFH�EHWZHHQ�/58�
058�RU�:6�IRU�WKH�SDJLQJ�V\VWHP���2EMHFWV�DW�WKH�ILUVW�PHWD�OHYHO�PD\
LQFOXGH�VSHFLDO�VFULSWLQJ�REMHFWV��7KHLU�VHPDQWLFV�DUH�GHILQHG�E\�WKH
SDUWLFXODU�VFULSW�WKH\�H[HFXWH��6FULSWV��-DYD�RU�7&/��DUH�REMHFWV�DW�WKH�VHFRQG
PHWD�OHYHO��7KH�ILJXUH�EHORZ�LOOXVWUDWHV�WKLV�DUFKLWHFWXUH�

SO

Script1 Script2 Script3

LRU MRU WS

Pager

First meta
level

Second meta
level

Base level

:H�FDQ�FODLP�WKDW�µ&KRLFHV�VXSSRUWV�ERWK�GHFODUDWLYH�PHWD�SURWRFROV��FOLHQW
PD\�FKRRVH�EHWZHHQ�SUH�GHILQHG�LPSOHPHQWDWLRQ�FKRLFHV��DQG�LPSHUDWLYH
PHWD�SURWRFROV��FOLHQW�FDQ�XVH�VFULSWV�WR�LPSOHPHQW�WKHLU�RZQ�DOJRULWKPV��
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 4 EXAMPLE SYSTEMS

,Q�WKLV�FKDSWHU��ZH�EULHIO\�LQWURGXFH�WZR�H[DPSOHV�RI�RSHUDWLQJ�V\VWHPV�WKDW
VXSSRUWV�FXVWRPLVDELOLW\�DQG�H[WHQVLELOLW\��:H�LQWURGXFH�1HPHVLV�ZKLFK�KDV
DQ�([RNHUQHO��RU�PLFURNHUQHO��OLNH�DUFKLWHFWXUH�DQG�µ&KRLFHV�ZKLFK�SURYLGH
G\QDPLF�FXVWRPLVDELOLW\�DQG�H[WHQVLELOLW\�E\�H[SORLWLQJ�WKH�LGHD�RI�UHIOHFWLRQ
DQG�E\�XVLQJ�LQWHUSUHWHG�VFULSWV�

 4.1 Nemesis

7KH�1HPHVLV�NHUQHO�>5RVFRH��D@�ZDV�GHYHORSHG�DW�WKH�8QLYHUVLW\�RI
&DPEULGJH�&RPSXWHU�/DERUDWRU\��1HPHVLV�LV�D�GHOLYHUDEOH�RI�WKH�3HJDVXV
SURMHFW�ZKLFK�LV�D�FROODERUDWLRQ�EHWZHHQ�WKH�8QLYHUVLW\�RI�&DPEULGJH��WKH
8QLYHUVLW\�RI�7ZHQWH�DQG�$30�/WG�

 4.1.1 Motivation

7KH�PDLQ�PRWLYDWLRQ�IRU�GHYHORSLQJ�1HPHVLV�LV�WKH�QHHG�IRU�ILQH�JUDLQ
UHVRXUFH�FRQWURO��WR�DFFRPPRGDWH�TXDOLW\�RI�VHUYLFH�UHTXLUHPHQWV�IURP�UHDO�
WLPH�PXOWLPHGLD�DSSOLFDWLRQV��2QH�VKRXOG�DOVR�EH�DEOH�WR�G\QDPLFDOO\
UHQHJRWLDWH�UHVRXUFH�JXDUDQWHHV�JLYHQ�E\�WKH�2�6��WR�DSSOLFDWLRQV�

$�VSHFLILF�JRDO�LV�WR�UHGXFH�4R6�FURVVWDON�EHWZHHQ�DSSOLFDWLRQV�VKDULQJ�WKH
PDFKLQH�DQG�HQDEOH�XVHIXO�UHVRXUFH�JXDUDQWHHV�WR�EH�PDGH��4R6�FURVVWDON
FDQ�RFFXU�ZKHQ�PRUH�WKDQ�RQH�FOLHQW�VKDUHV�RQH�VHUYLFH��H�J��ZKHQ�PRUH�WKDQ
RQH�VWUHDP�LV�PXOWLSOH[HG�RQWR�D�VLQJOH�ORZHU�OHYHU�FKDQQHO�RU�ZKHQ�PRUH
WKDQ�RQH�FOLHQW�VLPXOWDQHRXVO\�XVH�D�2�6��VHUYHU��LQFOXGLQJ�WKH�NHUQHO���7KH
ORDG�IURP�RQH�FOLHQW�PD\�DIIHFW�WKH�4R6�VHHQ�E\�WKH�RWKHU��EHFDXVH�RI
UHVRXUFH�FRQWHQWLRQ�RU�FRQFXUUHQF\�FRQWURO�

 4.1.2 Architecture

7R�PHHW�WKH�JRDOV�PHQWLRQHG�DERYH��WKH�2�6��VKRXOG�DFFRXQW�IRU�DV�PXFK�RI
WKH�WLPH�XVHG�E\�DQ�DSSOLFDWLRQ�DV�SRVVLEOH��ZLWKRXW�WKH�DSSOLFDWLRQ�ORVLQJ
FRQWURO�RYHU�LWV�UHVRXUFH�XVH�

$V�PHQWLRQHG�LQ�VHFWLRQ������1HPHVLV�WDNHV�D�([RNHUQHO�OLNH�DSSURDFK��7KH
V\VWHP�LV�RUJDQLVHG�DV�D�VHW�RI�GRPDLQV��DQDORJRXV�WR�SURFHVVHV��ZKLFK�DUH
VFKHGXOHG�E\�D�YHU\�VPDOO�NHUQHO��,QVWHDG�RI�EHLQJ�ORFDWHG�LQ�WKH�NHUQHO�RU
VHUYHU�SURFHVVHV��V\VWHP�VHUYLFHV�DUH�SODFHG�DV�PXFK�DV�SRVVLEOH�LQ�FOLHQW
SURWHFWLRQ�GRPDLQV�DQG�VFKHGXOHG�DV�SDUW�RI�WKH�FOLHQW��&RPPXQLFDWLRQ
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EHWZHHQ�GRPDLQV�VKRXOG�RQO\�RFFXU�ZKHQ�QHFHVVDU\�WR�HQIRUFH�SURWHFWLRQ�DQG
FRQFXUUHQF\�FRQWURO���0XOWLSOH[LQJ�RI�VHUYLFHV�LV�WKHQ�GRQH�DW�DV�ORZ�D�OHYHO�RI
DEVWUDFWLRQ�DV�SRVVLEOH��7KH�DUFKLWHFWXUH�LV�LOOXVWUDWHG�E\�WKH�ILJXUH�EHORZ�

Applic-
ation

Device
Driver

Kernel

Applic-
ation

Applic-
ation

User
space

Kernel
space

 4.1.3 Main features

:H�KLJKOLJKW�WKH�IROORZLQJ�PDLQ�IHDWXUHV�RI�1HPHVLV�

♦ 6WUXFWXULQJ�WRROV�LQ�WKH�IRUP�RI�PRGXOHV��REMHFWV�DQG�W\SHG�LQWHUIDFHV
ZLWKLQ�D�VLQJOH�DGGUHVV�VSDFH��7KHVH�KHOS�UHGXFH�WKH�FRPSOH[LW\�RI�WKH
V\VWHP�IURP�WKH�SURJUDPPHU·V�YLHZSRLQW�DQG�HQDEOH�VKDULQJ�RI�WH[W
DQG�GDWD�EHWZHHQ�DSSOLFDWLRQV�

♦ $�VFKHGXOHU�ZKLFK�GHOLYHUV�XVHIXO�4R6�JXDUDQWHHV�WR�DSSOLFDWLRQV�LQ�D
KLJKO\�HIILFLHQW�PDQQHU��,QWHJUDWHG�ZLWK�WKH�VFKHGXOHU�LV�DQ�LQWHU�
GRPDLQ�FRPPXQLFDWLRQ�V\VWHP�ZKLFK�KDV�PLQLPDO�LPSDFW�RQ�UHVRXUFH
JXDUDQWHHV�

♦ $�IUDPHZRUN�IRU�KLJK�OHYHO�LQWHU�GRPDLQ�DQG�LQWHU�PDFKLQH
FRPPXQLFDWLRQ��EDVHG�RQ�WKH�53&�SDUDGLJP��7KLV�IUDPHZRUN�SHUPLW
4R6�QHJRWLDWLRQ�ZKHQ�D�FRPPXQLFDWLRQ�ELQGLQJ�LV�HVWDEOLVKHG��7KH
1HPHVLV�ELQGLQJ�PRGHO�ERUURZV�PDQ\�FRQFHSWV�IURP�WKH�$16$
ELQGLQJ�PRGHO�>2WZD\��@�DQG�VXSSRUWV�ERWK�LPSOLFLW�DQG�H[SOLFLW
ELQGLQJ�

 4.1.4 QoS based scheduling in Nemesis

7KH�1HPHVLV�NHUQHO�RIIHUV�D�IOH[LEOH�VFKHGXOLQJ�VHUYLFH��EDVHG�RQ�4XDOLW\�RI
6HUYLFH�FRQWUDFWV�QHJRWLDWHG�ZLWK�WKH�GRPDLQV�WR�EH�VFKHGXOHG��$Q�DGPLVVLRQ
WHVW�QHHGV�WR�EH�FDUULHG�RXW�DQG�LW�IDLOV�LI�WKHUH�LVQ·W�HQRXJK�&38�EDQGZLGWK
DYDLODEOH��6FKHGXOLQJ�GRPDLQV�PD\�DOORFDWH�D�4R6��PDLQO\�D�VKDUH�RI�WKH
SURFHVVRUV�EDQGZLGWK���VSHFLILHG�E\�D�WXSOH�RI�IRXU�SDUDPHWHUV�GHQRWLQJ�WKH
OHQJWK�RI�WLPHVOLFHV�WR�EH�UHFHLYHG�IURP�WKH�&38��WKH�WLPH�EHWZHHQ�WKHP�
XQEORFNLQJ�ODWHQF\�DQG�DQ�LQGLFDWLRQ�LI�WKH�GRPDLQ�LV�ZLOOLQJ�WR�DFFHSW�H[WUD
&38�LI�DYDLODEOH�

6FKHGXOLQJ�GRPDLQV�PD\�HLWKHU�EH�FRQWUDFWHG�GRPDLQV��ZLWK�4R6
JXDUDQWHHV��RU�EHVW�HIIRUW�FODVVHV��7KH�ODWWHU�PD\�FRQWDLQ�RQH�RU�PRUH
GRPDLQV�ZKLFK�DUH�VFKHGXOHG�DFFRUGLQJ�WR�RQH�RI�PDQ\�DYDLODEOH�DOJRULWKPV
�H�J��VLPSOH�URXQG�URELQ���7KLV�DSSURDFK�DOORZV�D�SRUWLRQ�RI�WKH�&38
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EDQGZLGWK�WR�EH�DOORFDWHG�WR�GRPDLQV�ZLWKRXW�VSHFLDO�WLPLQJ�UHTXLUHPHQWV�
KHOSLQJ�WR�DYRLG�VWDUYDWLRQ�

 4.1.5 Nemesis as an extensible system

7KH�H[WHQVLELOLW\�RI�1HPHVLV�LV�VXSSRUWHG�E\�LPSRUWDQW�IHDWXUHV�RI�REMHFW
RULHQWDWLRQ��DEVWUDFWLRQ�DQG�HQFDSVXODWLRQ��LQ�DGGLWLRQ�WR�G\QDPLF�ORDGLQJ
DQG�OLQNLQJ�RI�FRGH�PRGXOHV�

2SHUDWLQJ�V\VWHP�IXQFWLRQDOLW\�LV�PRVWO\�LPSOHPHQWHG�DV�VPDOO�OLEUDU\
PRGXOHV�WKDW�PD\�EH�G\QDPLFDOO\�ORDGHG�DQG�OLQNHG�LQWR�DSSOLFDWLRQ
GRPDLQV��$�PRGXOH�LV�DQ�XQLW�RI�ORDGDEOH�FRGH�DQDORJRXV�WR�DQ�REMHFW�ILOH��$OO
FRGH�RI�1HPHVLV�LV�SDUW�RI�VRPH�PRGXOH��$�PRGXOH�LPSOHPHQWV�VRPH�REMHFW·V
LQWHUIDFHV�DQG�LWV�FRQVWUXFWRUV�

0RGXOHV�DUH�FRPSRQHQWV�ZKLFK�LQWHUDFW�RQO\�WKURXJK�ZHOO�GHILQHG�LQWHUIDFHV�
DQG�WKH\�DUH�GHQRWHG�E\�LQWHUIDFH�UHIHUHQFHV��DQDORJRXV�WR�D�SRLQWHU�WR�WKH
LQWHUIDFH���,QWHUIDFHV�DUH�LQVWDQFHV�RI�DEVWUDFW�GDWD�W\SHV��DQG�WKH\�DUH
VWURQJO\�W\SHG��7KHUH�LV�D�QRWLRQ�RI�VXEW\SLQJ��DQG�LQWHUIDFH�W\SHV�DUH
GHILQHG�LQ�DQ�,'/�

7KLV�OLQNDJH�PRGHO�VXSSRUWV�UHODWLYHO\�ILQH�JUDLQ�H[WHQVLELOLW\��0RGXOHV�DUH
W\SLFDOO\�VPDOO�DQG�FRQWDLQV�WKH�LPSOHPHQWDWLRQ�RI�DW�OHDVW�RQH�REMHFW�W\SH�
7KH�SULQFLSOH�RI�DEVWUDFWLRQ�DQG�HQFDSVXODWLRQ��WKURXJK�VWURQJO\�W\SHG
LQWHUIDFHV��KHOSV�SURJUDPPHUV�ZULWH�VDIH�2�6��H[WHQVLRQV�RU�DSSOLFDWLRQV�

1HPHVLV�DOVR�RIIHUV�D�QDPH�VHUYLFH�DQG�G\QDPLF�W\SLQJ��ZKLFK�VXSSRUWV
G\QDPLF�H[WHQVLELOLW\��([WHQVLRQV�PD\�HYHQ�EH�LPSOHPHQWHG�LQ�WKH
LQWHUSUHWDWLYH�ODQJXDJH�&/$1*(5�>5RVFRH��E@��%\�XVLQJ�WKH�UXQ�WLPH
QDPLQJ�DQG�W\SLQJ�V\VWHP��&/$1*(5�DOORZV�LQYRFDWLRQ�RI�LQWHUIDFH
RSHUDWLRQV�IURP�GLIIHUHQW�PRGXOHV�

 4.2 µChoices

7KH�µ&KRLFHV�RSHUDWLQJ�V\VWHP�>/L����7DQ��@�LV�D�UHVHDUFK�SURWRW\SH�ZKLFK�LV
GHYHORSHG�DW�WKH�8QYHUVLW\�RI�,OOLQRLV�DW�8UEDQD�&KDPSDLJQ�DV�D�VXFFHVVRU�RI
WKH�&KRLFHV�RSHUDWLQJ�V\VWHP�

$�PDLQ�PRWLYDWLRQ�LV�WR�LQYHVWLJDWH�WKH�FRQVWUXFWLRQ�RI�DQ�RSHQ�DUFKLWHFWXUH
IRU�UHIOHFWLYH�FRPSXWDWLRQ��VHH�VHFWLRQ����DQG�G\QDPLF�FXVWRPLVDWLRQ�XVLQJ�D
IOH[LEOH�VFULSWLQJ�ODQJXDJH�LQ�WKH�RSHUDWLQJ�V\VWHP�NHUQHO�

µ&KRLFHV�DGRSW�D�IOH[LEOH�G\QDPLF�FXVWRPLVDWLRQ�VFKHPH�ZKHUH�XVHU�OHYHO
SROLFLHV�DQG�PHFKDQLVPV�FDQ�EH�LQWHJUDWHG�ZLWK�WKH�V\VWHP�WKURXJK
FRQWUROOHG�DGGLWLRQ�DQG�GHOHWLRQ�RI�VFULSWV��6FULSWLQJ�HQDEOH�VHFXUH
HPEHGGLQJ�RI��SHU�DSSOLFDWLRQ�FRGH�LQ�WKH�NHUQHO��ZLWKRXW�QHHGLQJ�WR�UHO\�RQ�D
WUXVWHG�FRPSLOHU��OLNH�LQ�H�J��9,12��
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 4.2.1 Architecture

7KH�DUFKLWHFWXUH�RI�µ&KRLFHV�LV�EDVHG�RQ�D�DUFKLWHFWXUH�FRQVLVWLQJ�RI�WKH
IROORZLQJ�FRPSRQHQWV�

♦ $�QDQRNHUQHO�DW�WKH�ORZHVW�OHYHO��$�QDQRNHUQHO�HQFDSVXODWHV�WKH
KDUGZDUH�DQG�SURYLGH�EDVLF�PHFKDQLVPV�IRU�LPSOHPHQWLQJ�KLJKHU�OHYHO
DEVWUDFWLRQV�VXFK�DV�SURFHVVHV��WLPHUV�DQG�YLUWXDO�PHPRU\�

♦ $�PLFURNHUQHO�LQWHUIDFH�WR�WKH�UHVW�RI�WKH�V\VWHP��7KLV�HQFDSVXODWHV
WKH�PLFURNHUQHO�GDWD�VWUXFWXUHV�DQG�DOJRULWKPV�DQG�VHSDUDWHV�WKHP
IURP�RWKHU�VXEV\VWHPV�RI�WKH�RSHUDWLQJ�V\VWHP�

♦ 2SHUDWLQJ�V\VWHP�VHUYHUV�DQG�$3,·V�

µ&KRLFHV�FRQVLVW�RI�GLIIHUHQW�2�6��VXEV\VWHPV��UHDOL]HG�DV�VHSDUDWH�PRGXOHV�
7KH\�DUH�LPSOHPHQWHG�DV�LQGHSHQGHQW�REMHFW�RULHQWHG�IUDPHZRUNV�WKDW
LQWHUDFW�RQO\�WKURXJK�ZHOO�GHILQHG�LQWHUIDFHV��7KHUH�LV�QR�LQKHULWDQFH
EHWZHHQ�PRGXOHV��0RGXOHV�DUH�FXVWRPLVHG�WKURXJK�VXEFODVVLQJ�RI�WKHLU
IUDPHZRUNV��

 4.2.2 µChoices as an extensible system

$V�ZH�VDLG�DERYH��PRGXOHV�DUH�FXVWRPLVHG�WKURXJK�VXEFODVVLQJ�DQG�WKH\�DUH
FRPSLOHG�DQG�OLQNHG�LQWR�WKH�NHUQHO��7KLV�PD\�EH�UHJDUGHG�DV�VWDWLF
H[WHQVLELOLW\�

$�PDLQ�JRDO�RI�µ&KRLFHV�LV�WR�LQYHVWLJDWH�G\QDPLF�H[WHQVLELOLW\��DQG�LW�GRHV�VR
E\�DOORZLQJ�DSSOLFDWLRQV�WR�GRZQORDG�VFULSWHG�VRIWZDUH�DJHQWV�LQWR�WKH
NHUQHO��W\SLFDOO\�IRU�DJJUHJDWLQJ�PXOWLSOH�V\VWHP�FDOOV�DQG�WKHUHE\
PLQLPLVLQJ�NHUQHO�XVHU�VSDFH�ERXQGDU\�FURVVLQJV��7UXVWHG�VFULSWV�FDQ
SURYLGH�NHUQHO�OHYHO�SURFHVVLQJ�RI�FRQWLQXRXV�PHGLD�VWUHDPV�EHWZHHQ
GLIIHUHQW�GHYLFHV��6FULSWV�PD\�IRU�LQVWDQFH�FRQWURO�V\VWHP�SURFHVVLQJ�RI�YLGHR
IUDPHV�DUULYLQJ�IURP�WKH�QHWZRUN��WR�WKH�GLVSOD\��ZLWKRXW�LQWHUIHUHQFH�RU
FURVVLQJ�WKH�SURWHFWLRQ�GRPDLQV�

6FULSWV�DUH�LPSOHPHQWHG�LQ�D�VFULSWLQJ�ODQJXDJH�VLPLODU�WR�7&/��EXW�XVLQJ
-DYD�LV�FRQVLGHUHG�DV�WKH�QH[W�VWHS�WR�LPSURYH�SHUIRUPDQFH��-DYD�LV�D�VDIH
ODQJXDJH�WKDW�LV�FRPSLOHG�WR�D�LQWHUPHGLDWH�IRUP�WKDW�LV�LQWHUSUHWHG�E\�D
YLUWXDO�PDFKLQH�ZKLFK�GRHV�DGGLWLRQDO�VDIHW\�FKHFNV�LQ�UXQ�WLPH��-DYD�WKHQ
RIIHU�ERWK�FRPSLOH�WLPH�DQG�UXQ�WLPH�SURWHFWLRQ�

 4.2.3 Customisation through a meta-level architecture

$V�ZH�VD\V�LQ�VHFWLRQ����µ&KRLFHV�H[SORLW�WKH�LGHD�RI�UHIOHFWLRQ�WR�FRQVWUXFW
FXVWRPLVDEOH�RSHUDWLQJ�V\VWHP�FRPSRQHQWV�OLNH�H�J��YLUWXDO�PHPRU\�

                                                          

��7KH�QDQRNHUQHO�LWVHOI�LV�D�PRGXOH�EDVHG�RQ�IUDPHZRUNV�WKDW�LV�VXEFODVVHG�IRU�GLIIHUHQW
KDUGZDUH�SODWIRUPV�
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&KDQJLQJ�RU�DFWLYDWLQJ�GLIIHUHQW�FRPSRQHQWV�LQ�WKH�PHWD�VSDFH�RI�DQ�REMHFW
DOORZV�FXVWRPLVDWLRQ�RI�LWV�EHKDYLRXU�

7KH�DUFKLWHFWXUH�GHILQHV�WKUHH�OHYHOV��VHH�WKH�ILJXUH�LQ�VHFWLRQ�������7KH�EDVH
OHYHO��WKH�ILUVW�DQG�WKH�VHFRQG�PHWD�OHYHO��7KH�EDVH�OHYHO�LPSOHPHQWV�DEVWUDFW
RU�SULPLWLYH�IXQFWLRQDOLW\��OLNH�H�J��SDJLQJ���7KH�ILUVW�PHWD�OHYHO�GHILQHV�WKH
PHDQLQJ�RI�RSHUDWLRQV�WKDW�DUH�LQFOXGHG�DV�SDUW�RI�WKH�FRPSRQHQWV�EHKDYLRXU�
7KLV�OHYHO�FDQ�LPSRVH�FXVWRPLVDEOH�SROLFLHV�E\�ELQGLQJ�VSHFLILF�RSHUDWLRQ�WR
VSHFLILF�DOJRULWKPV��H�J��D�FKRLFH�EHWZHHQ�/58��058�RU�:6�IRU�WKH�SDJLQJ
V\VWHP��

2EMHFWV�DW�WKH�ILUVW�PHWD�OHYHO�PD\�LQFOXGH�VSHFLDO�VFULSWLQJ�REMHFWV��6FULSWLQJ
REMHFWV�DUH�LPSOHPHQWHG�DV�LQ�NHUQHO�LQWHUSUHWHUV��&XUUHQWO\�µ&KRLFHV
SURYLGH�ERWK�7&/�DQG�-DYD�LQWHUSUHWHUV��7KH�VHPDQWLFV�RI�VFULSWLQJ�REMHFWV
DUH�GHILQHG�E\�WKH�SDUWLFXODU�VFULSW�WKH\�H[HFXWH��6FULSWV��ZULWWHQ�LQ�-DYD�RU
7&/��DUH�REMHFWV�DW�WKH�VHFRQG�PHWD�OHYHO��7KXV��WKH�PHWD�RSHUDWLRQV�DW�WKLV
OHYHO�LQFOXGH�DGGLQJ��GHOHWLQJ��XSGDWLQJ�DQG�UXQQLQJ�RI�VFULSWV�
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 5 CONCLUSIVE REMARKS

2EMHFW�RULHQWDWLRQ�KDV�SURYHQ�WR�EH�XVHIXO�LQ�FRQVWUXFWLRQ�RI�FXVWRPLVDEOH
RSHUDWLQJ�V\VWHPV��2EMHFW�RULHQWHG�IUDPHZRUNV�OHWV�WKH�GHVLJQHU�VHSDUDWH
RXW�FULWLFDO�SDUWV�RI��WKH�LPSOHPHQWDWLRQ�ZKLFK�PD\�HDVLO\�EH�RYHUORDGHG��7KH
SUREOHP�KRZ�WR�JLYH�DSSOLFDWLRQV�FRQWURO�RYHU�LPSOHPHQWDWLRQ�GHFLVLRQV
ZLWKRXW�VDFULI\LQJ�WKH�EHQHILWV�RI�DEVWUDFWLRQ�LV�PHW�E\�WKH�RSHQ
LPSOHPHQWDWLRQ�DSSURDFK��,PSOHPHQWDWLRQ�LVVXHV�DQG�QRQ�IXQFWLRQDO�DVSHFWV
DUH�H[SRVHG�DV�PHWD�REMHFW�LQWHUIDFHV�ZKHUH�QHHGHG��FOHDQO\�VHSDUDWHG�IURP
WKH�IXQFWLRQDO�LQWHUIDFHV�

,Q�WKLV�UHSRUW�ZH�KDYH�JRQH�WKURXJK�VRPH�LPSRUWDQW�LVVXHV�DQG�RSWLRQV�IRU
GHVLJQLQJ��H[WHQVLEOH�RSHUDWLQJ�V\VWHPV��)LUVW��H[WHQVLELOLW\�PD\�EH�VWDWLF
�FRPSLOH�WLPH�FXVWRPLVDWLRQ��RU�G\QDPLF��UXQ�WLPH���'\QDPLF�H[WHQVLELOLW\
PD\�EH�DFFRPPRGDWHG�E\�HLWKHU�WKH�PLFURNHUQHO�DSSURDFK��ZKHUH�H[WHQVLRQV
DUH�LPSOHPHQWHG�LQ�XVHU�VSDFH�RU�WKH�GRZQORDGDEOH�NHUQHO�DSSURDFK��ZKHUH
WKH\�PD\�EH�LQVHUWHG�RU�UHSODFHG�LQ�WKH�NHUQHO�E\�DSSOLFDWLRQV�

$QRWKHU�LVVXH�LV�SURWHFWLRQ�IURP�HUURQHRXV�H[WHQVLRQV��3URWHFWLRQ�DJDLQVW
LOOHJDO�PHPRU\�DFFHVV�LV�GRQH�E\�KDUGZDUH��WKH�PLFURNHUQHO�DSSURDFK��RU�E\
VRIWZDUH��5HVRXUFH�PRQRSROLVLQJ�DW�WKH�RWKHU�KDQG�PD\�EH�WDFNOHG�E\
GHWHFWLQJ�WKH�SUREOHP�DQG�NLOOLQJ�WKH�RIIHQGLQJ�H[WHQVLRQ�

2WKHU�GHVLJQ�LVVXHV�LV�WKH�SHUVLVWHQFH�RI�H[WHQVLRQV��H[WHQVLRQ�JUDQXODULW\
DQG�WKH�UHVROYLQJ�RI�FRQIOLFWV�EHWZHHQ�H[WHQVLRQV�

6FULSWLQJ��VHHPV�WR�EH�D�SURPLVLQJ�DSSURDFK�WR�LPSOHPHQWLQJ�VSHFLI\LQJ
H[WHQVLRQV��>/L��@�KDV�GHPRQVWUDWHG�WKDW�VFULSWV��HVSHFLDOO\�ZKHQ�VFULSWV�DUH
ZULWWHQ�LQ�REMHFW�RULHQWHG�ODQJXDJHV��ILWV�QLFHO\�LQWR�WKH�PRGHO�RI�UHIOHFWLRQ
�PHWD�REMHFWV�PD\�EH�UHSUHVHQWHG�E\�VFULSWV���,QWHUSUHWHG�H[WHQVLRQV�DUH
DWWUDFWLYH�DOWHUQDWLYHV�WR�FRPSLOHG�RQHV�ZKHQ�DGGUHVVLQJ�FRGH�SRUWDELOLW\�DQG
VDIHW\��EXW�WKH�H[HFXWLRQ�RYHUKHDG�OLPLWV�WKHLU�XVH�

,Q�WKLV�FRQWH[W�WKH�-DYD�ODQJXDJH�VHHPV�WR�RIIHU�D�SURPLVLQJ�FRPSURPLVH�
VLQFH�LW�LV�GHVLJQHG�DV�D�VDIH�ODQJXDJH�WKDW�FRPELQHV�FRPSLODWLRQ�DQG
LQWHUSUHWDWLRQ��,W�LV�H[SHFWHG�WKDW�LWV�H[HFXWLRQ�ZLOO�EH�DOPRVW�DV�IDVW�DV
FRPSLOHG�ODQJXDJHV�DV�MXVW�LQ�WLPH�FRPSLOLQJ�RI�E\WH�FRGH�LV�LQFRUSRUDWHG�LQ
WKH�-DYD�YLUWXDO�PDFKLQH�

                                                          

��$�UHODWHG�DSSURDFK��ZKLFK�ZH�KDYH�QRW�H[DPLQHG�LQ�WKLV�SDSHU�LV�G\QDPLF�FRGH�JHQHUDWLRQ
�VHH�H�J��>(QJOHU��@���([SHULHQFHV�KDV�VKRZQ�WKDW�WKLV�KDV�D�SRWHQWLDO�WR�LPSURYH�2�6��RU
DSSOLFDWLRQ�SHUIRUPDQFH�VLJQLILFDQWO\�
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