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 1 OVERVIEW

7KLV� GRFXPHQW� GHVFULEHV� D� GHVLJQ� IRU� DQ� LQLWLDO� LPSOHPHQWDWLRQ� RI� VHFXUH
VHVVLRQV�EHWZHHQ�UHPRWH�FOLHQWV�DQG�67$5�VHUYHUV�DV�GHVFULEHG�LQ�>0DGVHQ@�
'XH� WR� WKH� VKRUW� WLPHVFDOHV� LW� GRHV� QRW� LPSOHPHQW� WKH� NH\� PDQDJHPHQW
GHVFULEHG� LQ� >+HUEHUW@� EXW� FRQFHQWUDWHV� RQ� WUDQVIHUULQJ� WKH� EDVLF
IXQFWLRQDOLW\�GHYHORSHG�LQ�>2WZD\@�

 1.1 Objectives

7KH�REMHFWLYHV�RI�WKH�67$5�VHFXULW\�HQJLQHHULQJ�GHVFULEHG�LQ�WKLV�GRFXPHQW
DUH�WR�

♦ DXWKHQWLFDWH��RQO\��OHJLWLPDWH�67$5�FOLHQWV�DQG�VHUYHUV

♦ VHW�XS�VHFXUH�VHVVLRQV��RQO\��EHWZHHQ�OHJLWLPDWH�FOLHQWV�DQG�VHUYHUV

♦ HQDEOH� FOLHQW� DQG� VHUYHU� NH\V� WR� EH� VWRUHG� RQ� D� SK\VLFDOO\� VHFXUH
DXWKHQWLFDWLRQ�VHUYHU�ZKLFK�QHYHU�UHYHDOV�WKHP�WR�DQ\�SDUW\

♦ PLQLPLVH� WKH�XVH� RI� FOLHQW�DQG� VHUYHU�NH\V�E\�XVLQJ� UDQGRP�NH\V� IRU
HQFU\SWLRQ� GXULQJ� D� VHFXUH� VHVVLRQ� EHWZHHQ� DQ� DXWKHQWLFDWHG� FOLHQW
DQG�VHUYHU

♦ HQVXUH�WKH�LQWHJULW\�RI�PHVVDJHV�LQ�D�VHFXUH�VHVVLRQ

♦ HQVXUH�WKH�FRQILGHQWLDOLW\�RI�PHVVDJHV�LQ�D�VHFXUH�VHVVLRQ

♦ HQVXUH�WKH�WLPHOLQHVV�RI�PHVVDJHV�LQ�D�VHFXUH�VHVVLRQ

7KLV�HQJLQHHULQJ�LV�QRW�UHVSRQVLEOH�IRU�

♦ NH\�GLVWULEXWLRQ

♦ NH\�PDQDJHPHQW

♦ NH\�VWRUDJH

 1.2 Constraints

7KLV�GHVLJQ�KDV�EHHQ�SUHSDUHG�XQGHU�WKH�IROORZLQJ�FRQVWUDLQWV�

♦ WKH�FOLHQW�PXVW�UXQ�RYHU�2UEL[:HE

♦ VRXUFH�FRGH�IRU�UHPRWH�LQYRFDWLRQV�PXVW�EH�&25%$�FRPSOLDQW

♦ WKH�ILUVW�YHUVLRQ�VKRXOG�EH�UHDG\�DV�VRRQ�DV�SRVVLEOH
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 1.3 Hooks

2UEL[:HE�KDV� WKUHH�KRRNV� IRU� WUDQVSDUHQWO\� SURFHVVLQJ� WKH� DUJXPHQWV� DQG
UHVXOWV�RI�UHPRWH�LQYRFDWLRQV��WUDQVIRUPHUV��SHU�SURFHVV�ILOWHUV�DQG�SHU�REMHFW
ILOWHUV�

 1.3.1 Transformers

7KHVH�DUH�WKH�RQO\�ZD\�WR�JDLQ�DFFHVV�WR�WKH�E\WH�EXIIHU�LQ�RUGHU�WR�HQFLSKHU
DQG�GHFLSKHU�UHTXHVWV�DQG�UHSOLHV�

public class IT_reqTransformer
{

public boolean transform (_sequence_Octet data, String
host,

      boolean is_send) ;
public String transform_error() ;

}

7KHUH�LV�D�PLQLPXP�RI�LQIRUPDWLRQ�RQ�ZKLFK�WR�EDVH�D�GHFLVLRQ��WKH�QDPH�RI
WKH�UHPRWH�KRVW�DQG�ZKHWKHU�WKH�PHVVDJH�LV�EHLQJ�VHQW�RU�UHFHLYHG�

 1.3.2 Per-Object Filters

$�SDUWLFXODU�REMHFW�FDQ�KDYH�D�SUH�DQG�RU�D�SRVW�ILOWHU�DVVRFLDWHG�ZLWK�LW��%XW
WKHVH� ILOWHUV� FDQ� RQO\� EH� DGGHG� LQ� WKH� VHUYHU�� WKHUH� DUH� QR� HTXLYDOHQW� SHU�
REMHFW� FOLHQW� ILOWHUV�� 7KHUHIRUH�� SHU�REMHFW� ILOWHUV� DUH� XQLQWHUHVWLQJ� DV� D
VHFXULW\�PHFKDQLVP�

 1.3.3 Per-Process Filters

7KHVH� FDQ� EH� DWWDFKHG� DW� DQ\� RI� HLJKW� LQVHUWLRQ� SRLQWV� GXULQJ� D� UHPRWH
SURFHGXUH�FDOO��$�FOLHQW�SURFHVV�FDQ�DWWDFK�ILOWHUV�IRU�

♦ RXW5HTXHVW3UH0DUVKDO��RXW5HTXHVW3RVW0DUVKDO�
LQ5HSO\3UH0DUVKDO��LQ5HSO\3RVW0DUVKDO

$�VHUYHU�SURFHVV�FDQ�DWWDFK�ILOWHUV�IRU�

♦ LQ5HTXHVW3UH0DUVKDO��LQ5HTXHVW3RVW0DUVKDO�
RXW5HSO\3UH0DUVKDO��RXW5HSO\3RVW0DUVKDO

(DFK� ILOWHU� LV� SDVVHG� D� 5HTXHVW� DV� LWV� DUJXPHQW�� � 2XW�3UH0DUVKDO� DQG� LQ�
3RVW0DUVKDO�ILOWHUV�DUH�FDOOHG�EHIRUH�WKH�SDUDPHWHUV�KDYH�EHHQ�DGGHG�WR��RU
DIWHU� WKH\� KDYH� EHHQ� UHPRYHG� IURP�� WKH� UHTXHVW�� ,Q�3UH0DUVKDO� DQG� RXW�
3RVW0DUVKDO�ILOWHUV�DUH�FDOOHG�DIWHU�WKH�SDUDPHWHUV�KDYH�EHHQ�UHPRYHG�IURP�
RU�EHIRUH�WKH\�KDYH�EHHQ�DGGHG�WR��WKH�UHTXHVW�

$�ILOWHU�FDQ�ILQG�RXW�WKH�WDUJHW�REMHFW�IURP�WKH�UHTXHVW��VR�LW�FDQ�GR�SHU�REMHFW
ILOWHULQJ�DV�ZHOO�
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7KH�DUJXPHQWV�DUH�RQO\�H[WUDFWDEOH�IURP�WKH�UHTXHVW�DV�VSHFLILHG�GDWD�W\SHV�
VR�LW�LV�GLIILFXOW�WR�GLJHVW�WKHP�

 1.4 Approach

7KH�HQFU\SWLRQ�FDQ�RQO\�EH�GRQH�LQ�WKH�WUDQVIRUPHUV�� �7KH�RQO\�LQIRUPDWLRQ
WKH\�KDYH�DYDLODEOH� LV� WKH�QDPH�RI� WKH�UHPRWH�KRVW�DQG�WKH�GLUHFWLRQ�RI� WKH
UHTXHVW�� � 7KH� UHPRWH� KRVW� QDPH� FDQ� EH� XVHG� WR� LQGH[� D� ORFDO� OLVW� RI� DFWLYH
VHVVLRQV���,I�DQ�HQWU\�LV�IRXQG�WKHQ�WKH�VHVVLRQ�NH\�ZLOO�EH�XVHG�WR�HQFLSKHU�RU
GHFLSKHU� WKH� UHTXHVW� GHSHQGLQJ� RQ� WKH� GLUHFWLRQ�� � 7R� DYRLG� DQ\� SRWHQWLDO
SUREOHPV� ZLWK� PXOWL�WKUHDGHG� FOLHQWV� �LQFOXGLQJ� PXOWLSOH� PDFKLQHV� KLGGHQ
EHKLQG�D� ILUHZDOO���D� UDQGRP� LQLWLDOLVDWLRQ�YHFWRU�ZLOO� EH�SUHSHQGHG� WR� HDFK
UHTXHVW�

,I�QR�DFWLYH�VHVVLRQ�LV�IRXQG�IRU�WKH�UHPRWH�KRVW��WKH�WUDQVIRUPHU�ZLOO�SDVV�RQ
WKH�UHTXHVW� LQ�FOHDU��7KLV� LV�UHTXLUHG� IRU� WKH�DXWKHQWLFDWLRQ�RI�D�QHZ�DFWLYH
VHVVLRQ�ZLWKRXW�PDNLQJ�WKH�FOLHQW·V�NH\�DYDLODEOH�WR�DOO�VHUYHUV��EXW�LW�LV�DOVR
D�SRWHQWLDO�ZHDNQHVV�

7KH�DXWKHQWLFDWLRQ�RI�D�QHZ�DFWLYH�VHVVLRQ�IRU�D�FOLHQW�ZLOO�EH�GRQH�XVLQJ�WKH
5HFXUVLYH�6\PPHWULF�$XWKHQWLFDWLRQ�SURWRFRO� >%XOO�2WZD\@�� ,Q�WKLV�SURWRFRO�
D�GLJHVW�UHTXHVW�LV�FRQVWUXFWHG�XVLQJ�WKH�FOLHQW·V�NH\��7KLV�ZLOO�EH�SDVVHG�WR
WKH�VHUYHU�DV�DQ�DUJXPHQW�WR�DQ�LQYRFDWLRQ�RI�WKH�VHUYHU·V�VHFXULW\�PDQDJHU
REMHFW�ZKLFK�ZLOO�QHVW� WKH�FOLHQW·V�GLJHVW� UHTXHVW� LQ�RQH�RI� LWV�RZQ�DQG�SDVV
WKHP� RQ� WR� DQ� DXWKHQWLFDWLRQ� VHUYHU�� � 7KH� DXWKHQWLFDWLRQ� VHUYHU�� ZKLFK
NQRZV�ERWK�WKH�FOLHQW·V�DQG�VHUYHU·V�NH\V��ZLOO�DXWKHQWLFDWH�ERWK�GLJHVWV�DQG
JHQHUDWH�D�UDQGRP�VHVVLRQ�NH\�ZKLFK�LW�UHWXUQV�HQFLSKHUHG�LQ�D�QHVWHG�GLJHVW
UHVSRQVH��7KH�VHUYHU�ZLOO�H[WUDFW� LWV�FRS\�RI� WKH�VHVVLRQ�NH\�DQG�DGG�D�QHZ
HQWU\� WR� LWV� DFWLYH� VHVVLRQ� OLVW�� ,W� UHWXUQV� WKH� LQQHU� GLJHVW� UHVSRQVH� WR� WKH
FOLHQW�ZKLFK�H[WUDFWV�LWV�FRS\�RI�WKH�VHVVLRQ�NH\�DQG�DGGV�D�QHZ�HQWU\�WR�LWV
DFWLYH�VHVVLRQ�OLVW��$Q\�IXWXUH�LQYRFDWLRQV�IURP�WKH�FOLHQW·V�KRVW�PDFKLQH�WR�D
VHUYHU� RQ� WKH� VDPH� PDFKLQH� DV� WKH� VHFXULW\� PDQDJHU� ZLOO� EH
HQFLSKHUHG�GHFLSKHUHG�E\�WKH�WUDQVIRUPHUV�

7KH�GLJHVW�UHTXHVW�DQG�UHVSRQVH�FODVVHV�ZLOO�EH�GHVLJQHG�VR�WKDW�WKH\�FDQ�EH
XVHG�GLUHFWO\�E\�DQ�DSSOLFDWLRQ�SURJUDPPHU�RU�KLGGHQ�LQ�SHU�SURFHVV�ILOWHUV�

7KLV�OHDYHV�WZR�SUREOHPV�

♦ $Q�DWWDFNHU�FRXOG�VLPSO\�LQYRNH�D�VHUYHU�LQ�FOHDU�

♦ ,I� WKH� FOLHQW·V� KRVW� PDFKLQH� LV� KLGGHQ� EHKLQG� D� ILUHZDOO� WKDW� GRHV
DGGUHVV� WUDQVODWLRQ� WKHQ� LI� D� VHFRQG� FOLHQW� KRVW� PDFKLQH� EHKLQG� WKH
VDPH� ILUHZDOO� LQYRNHG� WKH� VDPH� VHFXULW\�PDQDJHU� DV� WKH� ILUVW� FOLHQW�
WKH� FOLHQW·V� WUDQVIRUPHU� ZRXOG� WUDQVPLW� WKH� UHTXHVW� LQ� FOHDU� EXW� WKH
VHUYHU·V�WUDQVIRUPHU�ZRXOG�GHFLSKHU�LW�

7R�VROYH�WKH�ILUVW�SUREOHP��WKH�VHFXULW\�PDQDJHU��RU�D�SHU�SURFHVV�ILOWHU�DFWLQJ
RQ� LWV� EHKDOI�� QHHGV� WR� NQRZ� ZKHWKHU� WKH� UHTXHVW� ZDV� GHFLSKHUHG� E\� WKH
WUDQVIRUPHU���7KH�WUDQVIRUPHU�FDQ·W�DGG�DQ\WKLQJ�WR�WKH�UHTXHVW�DV�WKLV�FRXOG
EH� VSRRIHG�� 7KH� ILOWHU� FRXOG� FKHFN� ZKHWKHU� WKH� KRVW� QDPH� LQ� WKH� REMHFW
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UHIHUHQFH� LW� UHWULHYHV� IURP� WKH� UHTXHVW� KDV� DQ� HQWU\� LQ� WKH� OLVW� RI� DFWLYH
VHVVLRQV�� EXW�ZLWKRXW�DFFHVV� WR� WKH�2UEL[:HE� VRXUFHV� LW� LV� LPSRVVLEOH� WR� EH
VXUH�WKDW�WKLV�FDQ·W�EH�VSRRIHG��EXW�HYHQ�WKLV�ZRXOG�EH�GLIILFXOW��

$�PRUH�HDVLO\�YHULILHG�RSWLRQ�ZRXOG�EH�WR�DGG�D�NH\HG�GLJHVW�WR�HDFK�PHVVDJH
LQ� SHU�SURFHVV� ILOWHUV�� 7KLV� GRHV� QRW� QHHG� WR� EH� D� GLJHVW� RI� WKH� DUJXPHQWV�
EHFDXVH�D�YDOLG� UHTXHVW�ZLOO�EH�SURWHFWHG�E\�HQFU\SWLRQ��7KH�SXUSRVH�RI� WKH
GLJHVW�LV�WR�SURYH�WKDW�WKH�PHVVDJH�LV�SDUW�RI�DQ�DFWLYH�DXWKHQWLFDWHG�VHVVLRQ
DQG� KDV� WKHUHIRUH� EHHQ� HQFLSKHUHG�GHFLSKHUHG� E\� WKH� WUDQVIRUPHUV�� VR� D
GLJHVW� RI� WKH� VHVVLRQ� ,'� DQG� D� QRQ�UHSHDWLQJ� QRQFH� NH\HG�ZLWK� WKH� VHVVLRQ
NH\�ZRXOG�GR�WKH�MRE�

7KH�VHFRQG�SUREOHP�FDQ�EH�VROYHG�E\�PDUNLQJ�SODLQWH[W�UHTXHVWV��(QFLSKHUHG
UHTXHVWV�KDYH�D�UDQGRP�LQLWLDOLVDWLRQ�YHFWRU�SUHSHQGHG�WR�WKHP�DQG�SODLQWH[W
UHTXHVWV� FDQ� EH� PDUNHG� ZLWK� DQ� LQYDOLG� YDOXH� VXFK� DV� DOO� ]HURV�� � 7KH
UHFHLYLQJ�WUDQVIRUPHU�ZRXOG�QRW�DWWHPSW�WR�GHFLSKHU�SODLQWH[W�UHTXHVWV�HYHQ
LI�DQ�DFWLYH�VHVVLRQ�H[LVWHG�IRU�WKH�FOLHQW·V�KRVW��7KH�FOLHQW·V�WUDQVIRUPHU�FDQ
GHWHFW� UHTXHVWV� WKDW� VKRXOG�EH� VHQW� LQ�SODLQWH[W�EHFDXVH� LW�ZRQ·W� EH�DEOH� WR
ILQG�DQ�DFWLYH�VHVVLRQ�IRU�WKH�VHUYHU·V�KRVW��EXW�WKH�VHUYHU·V�WUDQVIRUPHU�FDQ·W
DOZD\V�GHWHFW�SODLQWH[W�UHSOLHV�EHFDXVH�LW�PD\�DOUHDG\�KDYH�DQ�DFWLYH�VHVVLRQ
IRU�DQRWKHU�FOLHQW�KRVW�EHKLQG�WKH�VDPH�DGGUHVV�WUDQVODWLQJ�ILUHZDOO���,I��WKH
VHUYHU·V� RXWJRLQJ�SHU�SURFHVV� UHSO\� ILOWHU� LQVHUWHG�D�ERROHDQ�� DW� WKH� IURQW� RI
WKH� DUJXPHQW� OLVW�� WKH� WUDQVIRUPHU� FRXOG� ILQG� WKLV� LQ� D� �UHDVRQDEO\�� IL[HG
SODFH� LQ�DQ� RXWJRLQJ� RFWHW� VHTXHQFH��$� IDOVH� YDOXH�ZRXOG� VLJQDO� D� SODLQWH[W
UHSO\�DQG�D�WUXH�YDOXH�D�FLSKHUWH[W�UHSO\�

                                                          

��$OWHUQDWHO\��WKH�VHVVLRQ�,'�FDQ�EH�SDVVHG�LQ�D�JOREDO�REMHFW�NH\HG�E\�WKUHDG�,'�
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 2 DETAILS

 2.1 Sessions

6HVVLRQ� REMHFWV� VWRUH� VHFXULW\� GDWD� IRU� D� VHFXUH� VHVVLRQ� RI� FOLHQW�VHUYHU
LQYRFDWLRQV���6HVVLRQV�FRPH�LQ�SDLUV��RQH�LQ�D�FOLHQW�UHIHUULQJ�WR�D�VHUYHU�DQG
D� PDWFKLQJ� RQH� LQ� WKH� VHUYHU� UHIHUULQJ� WR� WKH� FOLHQW�� 7KH� VHVVLRQ� FODVV
FRQWDLQV�D�VWDWLF�OLVW�RI�DOO�FXUUHQWO\�DFWLYH�VHVVLRQV���$�VHVVLRQ�FDQ�EH�ORRNHG
XS�XVLQJ�HLWKHU�WKH�QDPH�RI�WKH�UHPRWH�KRVW�ZLWK�WKH�PDWFKLQJ�VHVVLRQ�RU�LWV
,'��7KH�,'�LV�ELJ�HQRXJK�WR�LQFOXGH�GDWH�DQG�WLPH�LQIRUPDWLRQ�VR�WKDW�RXW�RI
GDWH�VHVVLRQ�,'V�FDQ�QHYHU�FODVK�ZLWK�FXUUHQW�RQHV�

final class Session
{

static long new_ID () ;
static byte[] new_key () ;
static Session lookup (String remoteHost) ;
static Session lookup (long id) ;

public Session (String otherParty, String remoteHost,
  byte[] key, long id) ;

void addParty (String otherParty) ;
public void close (String remoteHost) ;

String otherParty () ;
String remoteHost () ;
long id () ;
byte[] key () ;
byte[] digest (long nonce) ;
public String toString () ;

}

$�VHUYHU�FUHDWHV�D�VHVVLRQ�ZLWK�D�FOLHQW·V�QDPH��FOLHQW·V�KRVW�QDPH��D�NH\�DQG
D�VHVVLRQ�,'���$�FOLHQW�FUHDWHV�D�PDWFKLQJ�VHVVLRQ�ZLWK�WKH�VHUYHU·V�QDPH�DQG
VHUYHU·V� KRVW� QDPH� SOXV� WKH� NH\� DQG� ,'� LW� UHFHLYHG� IURP� WKH� VHUYHU� LQ� D
'LJHVW5HVSRQVH�>VHH�EHORZ@�

7KH� DFFHVV� PHWKRGV� RWKHU3DUW\���� UHPRWH+RVW���� LG��� DQG� NH\��� UHWXUQ� WKH
FRUUHVSRQGLQJ� GDWD� IURP� WKH� VHVVLRQ�� � 7KH� DGG3DUW\���PHWKRG� LV� XVHG� E\� D
VHUYHU� WR� DGG� RWKHU� FOLHQWV� IURP� WKH� VDPH�KRVW� WR� D� VHVVLRQ� DQG� WKH� FORVH��
PHWKRG� FRXQWV� GRZQ� WKH� FOLHQWV� XVLQJ� WKH� VHVVLRQ� DQG� ILQDOO\� UHPRYHV� WKH
VHVVLRQ�IURP�WKH�VWDWLF�ORRNXS�WDEOHV�ZKHQ�WKHUH�DUH�QR�PRUH�FOLHQWV�
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7KH�GLJHVW�PHWKRG�FRQVWUXFWV�D�NH\HG�GLJHVW�RI��

VHVVLRQ�NH\���SDGGLQJ���VHVVLRQ�,'���QRQFH��VHVVLRQ�NH\

ZKLFK� LV� XVHG� DXWKHQWLFDWH� DQ� LQFRPLQJ� UHTXHVW� WR� WKH� VHUYHUV� LQ5HTXHVW
ILOWHU�DIWHU�LW�KDV�EHHQ�GHFLSKHUHG�E\�LWV�WUDQVIRUPHU��7KH�GLJHVW�LV�VHFXUH�DV
ORQJ�DV� WKH�QRQFH� LV�QRQ�UHSHDWLQJ� �LQ�D� VHVVLRQ��� �7KH�SDGGLQJ�H[WHQGV� WKH
ILUVW�VHVVLRQ�NH\�XS� WR� WKH� LQWHUQDO�EORFN�VL]H�RI� WKH�6+$�DOJRULWKP�� �)RU�D
GLVFXVVLRQ� RI� WKLV� DQG� WKH� GRXEOH� LQFOXVLRQ� RI� WKH� NH\� VHH� >6FKQHLHU�� 3DJH
���@�

 2.2 DigestRequest

$�FOLHQW�DXWKHQWLFDWHV�LWVHOI�WR�D�VHUYHU�XVLQJ�D�GLJHVW�UHTXHVW���:KHQ�D�QHZ
GLJHVW� IRU� D� SDUWLFXODU� VHUYHU� LV� FRQVWUXFWHG�� D� QHZ� QRQ�UHSHDWLQJ� QRQFH� LV
JHQHUDWHG�DQG�D�NH\HG�GLJHVW�LV�FRQVWUXFWHG�IRU�WKH�PHVVDJH�

FOLHQW�NH\��SDGGLQJ��QRQFH��FOLHQW��VHUYHU��FOLHQW�NH\

7KH� GLJHVW� UHTXHVW� FDQ� WKHQ� EH� PDUVKDOOHG� LQWR� D� E\WH� DUUD\� VR� LW� FDQ� EH
SDVVHG�WR�WKH�VHUYHU���7KLV�DUUD\�FRQWDLQV�E\WH�UHSUHVHQWDWLRQV�RI�

QRQFH��FOLHQW��VHUYHU��GLJHVW

7KH�VHUYHU�WKDW�UHFHLYHV�WKLV�E\WH�DUUD\�FDQ�XQPDUVKDO�LW�EDFN�LQWR�D�GLJHVW
UHTXHVW�XVLQJ�WKH�E\WH>@�FRQVWUXFWRU�

public final class DigestRequest
{

public DigestRequest (String source, String target)
throws KeyNotFound ;

public DigestRequest (String source, String target,
long sessionID, byte[] sessionKey,
DigestRequest nested)
throws KeyNotFound ;

public DigestRequest (byte[] marshalled) ;
public byte[] marshal () ;
public long nonce () ;
public String source () ;
public String target () ;
public DigestRequest nested () ;
public long sessionId () ;
public byte[] sessionKey() ;
public boolean check_digest () throws KeyNotFound ;
public String toString () ;

}

7KH�DFFHVV�PHWKRGV�QRQFH����VRXUFH���DQG�WDUJHW���UHWXUQ�WKH�SODLQWH[W�ILHOGV
RI�WKH�UHTXHVW�� �,I�D�VHUYHU·V�.H\0DQDJHU�KDV�DFFHVV�WR�WKH�FOLHQW�NH\�LW�FDQ
LQYRNH�WKH�FKHFNBGLJHVW�PHWKRG� LWVHOI� WR�DXWKHQWLFDWH�WKH�FOLHQW�� �%XW� LI� WKH
FOLHQW�NH\V�DUH�KHOG�RQ�D�WKLUG�SDUW\�DXWKHQWLFDWRU��LW�PXVW�FRQVWUXFW�D�QHVWHG
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GLJHVW� IURP� LWV�RZQ�QDPH�� WKH�DXWKHQWLFDWRU·V�QDPH�DQG� WKH� FOLHQW·V�GLJHVW�
7KLV�JHQHUDWHV�D�QHZ�QRQFH�DQG�WKH�GLJHVW�RI�WKH�PHVVDJH�

VHUYHU�NH\��SDGGLQJ��QRQFH��VHUYHU��DXWKHQWLFDWRU��FOLHQW�UHTXHVW��VHUYHU�NH\

ZKLFK�PDUVKDOV�DV�D�E\WH�UHSUHVHQWDWLRQ�RI�

QRQFH��VHUYHU��DXWKHQWLFDWRU��FOLHQW�UHTXHVW��GLJHVW

:KHQ�WKH�DXWKHQWLFDWRU�KDV�XQPDUVKDOOHG�WKH�VHUYHU·V�UHTXHVW�LW�FDQ�XVH�WKH
QHVWHG��� PHWKRG� WR� H[WUDFW� WKH� QHVWHG� FOLHQW� UHTXHVW� DQG� WKHQ� FKHFN� WKH
GLJHVWV�RI�ERWK�UHTXHVWV�

,I��D�VHVVLRQ�DOUHDG\�H[LWV�IRU�DQRWKHU�FOLHQW�RQ�WKH�VDPH�KRVW�WKHQ�WKH�VHUYHU
FUHDWHV�D�QHVWHG�UHTXHVW�ZLWK�WKH�VDPH�LG�DQG�NH\�VR�WKDW�WKH�DXWKHQWLFDWRU
FDQ�H[WUDFW� WKHP�DQG�HQFRGH� WKHP� LQ� WKH� UHVSRQVHV�� �2WKHUZLVH� WKH� VHUYHU
FUHDWHV�D�QHVWHG�VHVVLRQ�ZLWK�DQ�,'�RI�]HUR�DQG�D�QXOO�NH\�

 2.3 DigestResponse

7KH�GLJHVW�UHVSRQVH�LV�XVHG�WR�UHWXUQ�DQ�HQFRGHG�VHVVLRQ�NH\� IURP�D�VHUYHU
EDFN�WR�D�VXFFHVVIXOO\�DXWKHQWLFDWHG�FOLHQW���$�QHVWHG�GLJHVW�UHVSRQVH�UHWXUQV
IURP� DQ� DXWKHQWLFDWRU� WR� D� VHUYHU� WKH� VDPH� VHVVLRQ� NH\� HQFRGHG� IRU� ERWK
VHUYHU�DQG�FOLHQW�

public final class DigestResponse
{

public DigestResponse (DigestRequest request,
long sessionID, byte[] sessionKey)
throws KeyNotFound ;

public DigestResponse (DigestRequest request,
DigestResponse nested)

throws KeyNotFound ;
public DigestResponse (byte[] marshalled) ;
public byte[] marshal () ;
public byte[] session_key () throws KeyNotFound ;
public long session_ID () ;

 public long nonce () ;
public String source () ;
public String target () ;
public DigestResponse nested () ;
public boolean check_digest () throws KeyNotFound ;
public String toString () ;

}

$�VLQJOH� �RU� LQQHU��GLJHVW� UHVSRQVH� LV� FRQVWUXFWHG� IURP� WKH� FOLHQW� �RU� LQQHU�
UHTXHVW�� � $� QHVWHG� GLJHVW� UHVSRQVH� LV� FRQVWUXFWHG� IURP� WKH� VHUYHU� �RXWHU�
UHTXHVW�DQG�WKH�FOLHQW��LQQHU��UHVSRQVH�

7KH� PDUVKDO� PHWKRG� IRU� D� QHVWHG� UHVSRQVH� UHWXUQV� D� E\WH� DUUD\
UHSUHVHQWDWLRQ�RI�
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VHUYHU�QRQFH��FOLHQW��VHUYHU��VHVVLRQ,'��VHVVLRQ�NH\�⊕�GLJHVW��
����������PDUVKDOOHG�LQQHU�UHVSRQVH��GLJHVW�

:KHUH��⊕� �´H[FOXVLYH�RUµ�

GLJHVW��LV�

VHUYHU�NH\��SDGGLQJ��VHUYHU�QRQFH��FOLHQW��VHUYHU��VHVVLRQ,'��VHUYHU�NH\

DQG�GLJHVW��LV�D�GLJHVW�RI�WKH�ZKROH�UHVSRQVH�H[FOXGLQJ�LWVHOI�NH\HG�ZLWK�WKH
VHVVLRQ�NH\�

,Q�WKH�PDUVKDOOHG�LQQHU�UHVSRQVH��WKH�VHUYHU�NH\� �FOLHQW�NH\��VHUYHU�QRQFH� 
FOLHQW�QRQFH�DQG�WKH�LQQHU�UHVSRQVH�LV�QXOO�

7KH� VHUYHU� DQG� FOLHQW� XQPDUVKDO� WKHLU� GLJHVW� UHVSRQVHV� XVLQJ� WKH� �E\WH>@�
FRQVWUXFWRU�� � 7KH� VHUYHU� FDQ� H[WUDFW� WKH� FOLHQW·V� �LQQHU�� UHVSRQVH� XVLQJ� WKH
QHVWHG��� PHWKRG�� � 7KH� SODLQWH[W� ILHOGV� FDQ� EH� DFFHVVHG� ZLWK� WKH� QRQFH���
VRXUFH���DQG�WDUJHW���ILHOGV�

)RU�DQ�LQFRPLQJ�UHVSRQVH�WKH�GLJHVW�FDQ�EH�FKHFNHG�ZLWK�WKH�FKHFNBGLJHVW��
PHWKRG�DQG�WKH�VHVVLRQ�NH\�DQG�,'�FDQ�EH�H[WUDFWHG�XVLQJ�VHVVLRQBNH\���DQG
VHVVLRQB,'���

 2.4 KeyManager

7KH� .H\0DQDJHU� LQWHUIDFH� LV� LPSOHPHQWHG� E\� WKH� ORFDO� FODVV� WKDW� VWRUHV
SULPDU\�NH\V���3ULPDU\�NH\V�DUH�UHWULHYHG�E\�QDPH�XVLQJ�WKH�ORRNXS�PHWKRG�

interface KeyManager
{

byte[] lookup (String name) throws KeyNotFound ;
}

$� FOLHQW� KDV� D� VLPSOH� .H\0DQDJHU� ZKLFK� UHWULHYHV� NH\V� IURP� D� GLVF� ILOH
SURWHFWHG� E\� EHLQJ� ;25HG� ZLWK� D� GLJHVW� RI� WKH� QDPH� DQG� D� VHFUHW� SDVV
SKUDVH�� � $� VHUYHU·V� NH\� PDQDJHU� PD\� KDYH� PRUH� VRSKLVWLFDWHG� NH\
PDQDJHPHQW�FDSDELOLWLHV�

 2.5 Crypto

7KH� &U\SWR� FODVV� KLGHV� DOO� SULPDU\� NH\V� DQG� PRVW� RI� WKH� GHWDLOV� RI� WKH
FU\SWRJUDSKLF�DOJRULWKPV�XVHG�� �$OO� LWV�PHWKRGV�DQG�ILHOGV�DUH�VWDWLF��,Q�WKH
VKRUW� WHUP� LW� DYRLGV� WKH� QHHG� IRU� SULPDU\� NH\V� WR� EH� VWRUHG� LQ� DSSOLFDWLRQ
FODVVHV� DQG� KLGHV� DV� PXFK� DV� SRVVLEOH� RI� WKH� GHWDLOV� RI� WKH� FU\SWRJUDSKLF
DOJRULWKPV�EHLQJ�XVHG�� � ,Q� WKH� ORQJHU� WHUP� LW� HQDEOHV�DOO� SULPDU\�NH\V�DQG
FU\SWRJUDSKLF�DOJRULWKPV�WR�EH�PRYHG�RQWR�VPDUWFDUGV�
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7KH�',*(67B/(1*7+� LV� WKH�QXPEHU� RI� E\WHV� LQ� WKH�GLJHVW�SURGXFHG�E\� D
0HVVDJH'LJHVW�RU�.H\HG'LJHVW�� �7KH�.(<B/(1*7+�LV�WKH�QXPEHU�RI�E\WHV
LQ�D�NH\�XVHG�E\�WKH�FLSKHU�PHWKRG���7KH�%/2&.B/(1*7+�LV�WKH�QXPEHU�RI
E\WHV�LQ�WKH�LQWHUQDO�EORFN�RI�WKH�FU\SWRJUDSKLF�DOJRULWKP�XVHG�E\�WKH�FLSKHU
PHWKRG��LQ�SDUWLFXODU�LW�LV�WKH�OHQJWK�RI�WKH�LQLWLDOLVDWLRQ�YHFWRU��LY��

final class Crypto
{

static final int DIGEST_LENGTH ;
static final int KEY_LENGTH ;
static final int BLOCK_LENGTH ;
static void key_manager (KeyManager manager) ;
static long new_nonce () ;
static byte[] new_iv () ;
static byte[] new_key () ;
static MessageDigest message_digest() ;
static KeyedDigest keyed_digest (String name) ;
static KeyedDigest keyed_digest (byte[] key) ;
static void cipher (byte[] buffer, int offset,

  int length, byte[] iv, byte[] key,
  boolean encipher);

}

7KH� NH\BPDQDJHU�PHWKRG� VHWV� WKH� LQWHUIDFH� WR� WKH� REMHFW�ZKLFK� DFFHVV� WKH
SULPDU\� NH\V�� � 7KH� QHZBQRQFH�� QHZBLY� DQG� QHZBNH\� PHWKRGV� UHWXUQ� QHZ
LQVWDQFHV�ZLWK�WKH�ULJKW�SURSHUWLHV�� �1RQFHV�DQG�,9V�DUH�QRQ�UHSHDWLQJ�DQG
NH\V�DUH�UDQGRP�

7KH� PHVVDJHBGLJHVW� UHWXUQV� D� QHZ� 6+$�0HVVDJH'LJHVW� >IURP� WKH� &U\SWL[
OLEUDU\@�� � 7KH� NH\HGBGLJHVW� PHWKRGV� UHWXUQV� D� VXEFODVV� RI� DQ� 6+$
0HVVDJH'LJHVW�ZKLFK�KDV�EHHQ�LQLWLDOLVHG�ZLWK�WKH�NH\�SOXV�SDGGLQJ�DQG�KDV
UHPHPEHUHG�WKH�NH\�IRU�LQFOXVLRQ�DW�WKH�HQG�RI�WKH�PHVVDJH�ZKHQ�WKH�GLJHVW
LV� FRPSOHWHG�� � 7KH� PHWKRG� ZLWK� WKH� 6WULQJ� DUJXPHQW� LV� IRU� SULPDU\� NH\V
ORRNHG� XS� � E\� QDPH� LQ� WKH� .H\0DQDJHU�� � 7KH� PHWKRG� ZLWK� WKH� E\WH>@
DUJXPHQW�LV�IRU�XVH�ZLWK�VHVVLRQ�NH\V�

7KH�FLSKHU�PHWKRG�HQFLSKHUV�RU�GHFLSKHUV��GHSHQGLQJ�RQ�WKH�ILQDO�DUJXPHQW�
D�EORFN�OHQJWK�E\WHV� ORQJ�VWDWLQJ�DW�WKH�LQGH[�RIIVHW� LQ�WKH�EXIIHU��XVLQJ�WKH
VXSSOLHG�LQLWLDOLVDWLRQ�YHFWRU�DQG�VHVVLRQ�NH\�

 2.6 Security Manager

7KH� VHFXULW\�PDQDJHU� LV� DQ� REMHFW� LQ� WKH� VHUYHU� SURFHVV� WKDW� DXWKHQWLFDWHV
FOLHQWV� DQG� RSHQV� VHFXUH� VHVVLRQV�� � ,W�PD\� KDYH�PXOWLSOH� RSHQ�PHWKRGV� IRU
GLIIHUHQW�VHUYHUV��EXW�HDFK�PHWKRG�KDV�D�PDUVKDOOHG�GLJHVW�UHTXHVW�DV�DQ�LQ
SDUDPHWHU�� D�PDUVKDOOHG� �GLJHVW� UHVSRQVH�DV� DQ� RXW� SDUDPHWHU�� WKH� FOLHQW·V
KRVW�QDPH�DV�DQ�LQ�SDUDPHWHU�DQG�UHWXUQV�DQ�REMHFW�UHIHUHQFH�WR�WKH�VHUYLFH
LI�WKH�DXWKHQWLFDWLRQ�LV�YDOLG���2WKHUZLVH�LW�WKURZV�DQ�H[FHSWLRQ�

public interface SecurityManager
{
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Service openService (byte[] request, byte[] response,
   String host)

throws AuthenticationFailed ;
}

$�QHZ�LQVWDQFH�RI�WKH�VHUYHU�REMHFW�VKRXOG�EH�FUHDWHG�IRU�HDFK�FOLHQW�DQG�WKH
FOLHQW�QDPH��H[WUDFW�IURP�WKH�UHTXHVW��VHW�DV�WKH�PDUNHU�RI�WKH�VHUYHU·V�REMHFW
UHIHUHQFH�E\�FDOOLQJ�

 super(client);

�DV�WKH�ILUVW�VWDWHPHQW�RI�WKH�VHUYHU·V�LPSOHPHQWDWLRQ�FODVV�FRQVWUXFWRU�

7KH�VHFXULW\�PDQDJHU�FDQ�DXWKHQWLFDWH�WKH�FOLHQW�LWVHOI��RU�FRQVWUXFW�D�QHVWHG
GLJHVW�UHTXHVW�DQG�LQYRNH�D�WKLUG�SDUW\�DXWKHQWLFDWRU�

 2.7 Authenticator

$�WKLUG�SDUW\�DXWKHQWLFDWRU�FKHFNV�WKH�GLJHVWV�LQ�D�QHVWHG�GLJHVW�UHTXHVW�DQG
LI��ERWK�DUH�YDOLG�UHWXUQV�D�QHZ�VHVVLRQ�NH\�WR�ERWK�SDUWLHV�LQ�D�QHVWHG�GLJHVW
UHVSRQVH�

public interface Authenticator
{

void authenticate (byte[] request, byte response,
String host)

throws AuthenticationFailed ;
}

 2.8 Invocation path

7KH� LQYRFDWLRQ� SDWK� IURP� D� FOLHQW� REMHFW� IRU� WKH� ILOWHUV� DQG� WUDQVIRUPHUV
GHVFULEHG�EHORZ�LV�

client outRequestPreMarshal
client transformer outgoing

server transformer incoming
server inRequestPreMarshal

server object
server outReplyPreMarshal

server transformer outgoing
client transformer incoming

client inReplyPreMarshal

 2.9 Per-process Filters

$OO�ILOWHUV�KDYH�WKH�VDPH�VLJQDWXUH��RQO\�WKH�QDPH�FKDQJHV�
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public boolean FilterName (Request r)
throws SystemException ;

 2.9.1 Client outRequestPreMarshal

7KLV�ILOWHU�UHWULHYHV�WKH�KRVW�QDPH�IURP�REMHFW�UHIHUHQFH�LQ�WKH�UHTXHVW�WKHQ
ORRNV�XS�LWV�VHVVLRQ���,I�D�VHVVLRQ�LV�IRXQG�WKHQ�WKH�VHVVLRQ�,'��QHZ�QRQFH�DQG
GLJHVW�RI� WKH� VHVVLRQ� ,'�DQG�QRQFH�NH\HG�ZLWK� WKH� VHVVLRQ�NH\�DUH� LQVHUWHG
LQWR� WKH� UHTXHVW·V� DUJXPHQW� OLVW�� ,I� QR� VHVVLRQ� LV� IRXQG� WKHQ� MXVW� D� ]HUR
VHVVLRQ�,'�LV�LQVHUWHG�

 2.9.2 Server inRequestPreMarshal

7KLV�ILOWHU�H[WUDFWV�WKH�VHVVLRQ�,'�IURP�WKH�UHTXHVW���,I�WKH�,'�LV�]HUR�WKHQ�WKH
LQYRFDWLRQ�LV�RQO\�DOORZHG�WR�SURFHHG�LI�WKH�REMHFW�UHIHUHQFH�LQ�WKH�UHTXHVW�LV
IRU�WKH�VHFXULW\�PDQDJHU��,I�WKH�,'�LV�QRQ�]HUR��WKHQ�WKH�QRQFH�DQG�GLJHVW�DUH
H[WUDFWHG�DQG�WKH�LQYRFDWLRQ�LV�RQO\�DOORZHG�WR�SURFHHG�LI�WKH�GLJHVW�LV�FRUUHFW
DQG� WKH� FOLHQW� QDPH� LQ� WKH� VHVVLRQ� PDWFKHV� WKH� PDUNHU� LQ� WKH� REMHFW
UHIHUHQFH�

 2.9.3 Server outReplyPreMarshal

7KLV� ILOWHU� UHWULHYHV� WKH� REMHFW� UHIHUHQFH� IURP� WKH� UHTXHVW�� ,I� LW� LV� IRU� WKH
VHFXULW\�PDQDJHU� LW� LQVHUWV�D�ERROHDQ�YDOXH� RI� IDOVH� LQ� WKH�DUJXPHQW� OLVW� WR
VLJQDO� WR� WKH� WUDQVIRUPHU� QRW� WR� HQFLSKHU� WKH� UHTXHVW�� RWKHUZLVH� LW� LQVHUWV
WUXH�

 2.9.4 Client inReplyPreMarshal

7KLV�ILOWHU�H[WUDFWV�WKH�FLSKHU�ERROHDQ�IURP�WKH�UHTXHVW�DQG�GLVFDUGV�LW�

 2.10 Transformers

7KH�FOLHQW�DQG�VHUYHU�WUDQVIRUPHUV�DUH�UHVSRQVLEOH�IRU�HQFU\SWLRQ��7KH\�PXVW
LQKHULW�IURP�,7BUHT7UDQVIRUPHU�DQG�RYHUULGH�WKH�WUDQVIRUP�PHWKRG�

public class IT_reqTransformer
{

public boolean transform (_sequence_Octet data,
String host,

       boolean is_send) ;
public String transform_error() ;

}

7KH� FOLHQW� DQG� VHUYHU� SURFHVVHV� ERWK� KDYH� D� VLQJOH� WUDQVIRUPHU� ZKLFK
KDQGOHV�ERWK�LQFRPLQJ�DQG�RXWJRLQJ�PHVVDJHV��ZKLFK�LW�GLVWLQJXLVKHV�E\�LWV
LVBVHQG�DUJXPHQW�
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,I�WKH�VHUYHU�LQYRNHV�RWKHU�VHUYHUV�WKHQ�LWV�WUDQVIRUPHU�PXVW�EH�FDUHIXO�QRW
WR� LQWHUIHUH� ZLWK� VXFK� UHTXHVWV�� 7R� HQDEOH� LW� WR� GR� WKLV�� WKH� VHUYHU� PXVW
PDLQWDLQ�D�OLVW�RI�RWKHU�VHUYHU�KRVWV�LW�LV�XVLQJ�

1RWH�WKDW�WKH�VHUYHU�GRHV�QRW�KDYH�DQ\�RXW5HTXHVW�RU�LQ5HSO\�ILOWHUV�

 2.10.1 Client outgoing

7KH� KRVW� QDPH� LV� XVHG� WR� ORRN� XS� D� VHVVLRQ�� � ,I� RQH� LV� IRXQG�� WKH� NH\� LV
UHWULHYHG�� D� UDQGRP� �QRQ�]HUR�� �� E\WH� LQLWLDOLVDWLRQ� YHFWRU� LQVHUWHG� DW� WKH
VWDUW� RI� WKH� RFWHW� VHTXHQFH� DQG� WKH� UHVW� RI� WKH� VHTXHQFH� LV� HQFLSKHUHG�
2WKHUZLVH�� �� ]HUR� E\WHV� DUH� LQVHUWHG� DW� WKH� VWDUW� RI� WKH� VHTXHQFH� DQG� WKH
UHTXHVW�LV�WUDQVPLWWHG�LQ�FOHDU�

 2.10.2 Server incoming

7KH�KRVW�QDPH�LV�ORRNHG�XS�LQ�WKH�OLVW�RI�RWKHU�VHUYHUV���,I�IRXQG�WKH�UHTXHVW
LV� SDVVHG� XS� ZLWKRXW� DQ\� SURFHVVLQJ�� 2WKHUZLVH�� WKH� �� E\WH� LQLWLDOLVDWLRQ
YHFWRU�LV�H[WUDFWHG�IURP�WKH�RFWHW�VHTXHQFH�DQG�LI�LW�LV�QRQ�]HUR�WKHQ�WKH�KRVW
QDPH� LV� XVHG� WR� ORRNXS� WKH� VHVVLRQ�� WKH� NH\� UHWULHYHG� DQG� WKH� UHVW� RI� WKH
VHTXHQFH�LV�GHFLSKHUHG�

 2.10.3 Server outgoing

7KH�KRVW�QDPH�LV�ORRNHG�XS�LQ�WKH�OLVW�RI�RWKHU�VHUYHUV���,I�IRXQG�WKH�UHTXHVW
LV�SDVVHG�GRZQ�ZLWKRXW�DQ\�SURFHVVLQJ��2WKHUZLVH��WKH�FLSKHU�ERROHDQ�LV�UHDG
IURP�WKH�RFWHW�VHTXHQFH�� � ,I� LW� LV� IDOVH� WKHQ���]HUR�E\WHV�DUH� LQVHUWHG�DW� WKH
VWDUW�RI�WKH�VHTXHQFH��RWKHUZLVH��WKH�VHVVLRQ�LV�ORRNHG�XS�ZLWK�WKH�KRVW�QDPH�
WKH�NH\�UHWULHYHG��D�UDQGRP��QRQ�]HUR����E\WH�LQLWLDOLVDWLRQ�YHFWRU�LQVHUWHG�DW
WKH�VWDUW�RI�WKH�RFWHW�VHTXHQFH�DQG�WKH�UHVW�RI�WKH�VHTXHQFH�LV�HQFLSKHUHG�

 2.10.4 Client incoming

7KH���E\WH� LQLWLDOLVDWLRQ�YHFWRU� LV�H[WUDFWHG� IURP�WKH�RFWHW� VHTXHQFH�� ,I� LW� LV
QRQ�]HUR�WKHQ�WKH�KRVW�QDPH�LV�XVHG�WR�ORRNXS�WKH�VHVVLRQ��WKH�NH\�UHWULHYHG
DQG�WKH�UHVW�RI�WKH�VHTXHQFH�LV�GHFLSKHUHG�
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